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Energy conservation is an essential requirement for a wireless ad hoc network

system consisting of battery operated nodes. Prior work has described physical layer,

MAC layer, and hardware implementations that conserve energy. Other work describes

simulated or theoretical approaches for ad hoc routing layer conservation. A key ques-

tion is whether a robust, distributed, energyconservingad hoc routing protocol can be

implemented. This work demonstratesa routing layer protocol implementation that can

conserve signi¯cant energy. The Dynamic SourceRouting (DSR) protocol is a wireless

ad hoc routing protocol developed by the Monarch Group at CMU. We selectedthis

as a platform to develop an energy aware on demand ad hoc routing protocol. The

primary functions of an energyaware ad hoc routing protocol are

² Energy basedlink cost with transmit power control,

² Energy basedroute selection,

² Energy basedroute discovery, and

² Energy basedroute maintenance.

Wechangedthe DSR protocol to incorporate theseenergyaware featuresto derive

a new version called Energy Aware DSR (EADSR). This thesis describesour DSR and

EADSR implementation in Click, our protocol tests on a hardware test-bed of Linux

basedlaptops with 802.11bwirelessethernet cards, and our estimates of the potential

for energysavings. We show potential savings of ¯ft y six percent in energy through (i)

Increasedoverhead, savings are possible from the ¯rst packet, (ii) The 802.11bMAC

protocol is not appropriate.
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Chapter 1

In tro duction

1.1 Overview

\Ad hoc" in Latin means\for this". In english, it is an adjective meaning \F or

the particular purposein hand or view". An ad hoc network is de¯ned asa network that

comestogether as neededwithout the assistanceof existing infrastructure. An ad hoc

network consistsof laptops and/or PDAs that exchange data when brought together.

Thesemobile devicescan communicate if they are in each other's radio range. We con-

sider in this thesis the extension to multi-hop ad hoc networks, where the intermediate

nodesforward packets from sourceto destination nodeswhen the sourceand destination

nodes are unable to communicate directly. Each node in the network acts as both an

end-host and as a router due to the limited propagation range of each nodes' wireless

transmission. The nodes in the network are mobile in nature where the nodes could

either be identical or heterogenous.

A typical ad hoc network consists of nodes that are usually battery operated

devicessuch as laptops, PDAs or sensornodes that come together and spontaneously

form a network. Energy conservation is a critical issueas the lifetime of these nodes

dependson the life of the system. Research has beencarried out to conserve energyat

various levels i.e., at the hardware level, operating system, application level. Research

hasprovedthat it is critical to focuson the inter-dependenciesthat existsamonglayersof

the protocol stack [53, 24]. In this thesis,wepresent an implementation of a cross-layered
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protocol that employs an energyaware metric to route packets and bring about energy

conservation. This implementation is a ¯rst of its kind; previous work in developing

such protocols has beenlimited to theory and simulation. As is well known, moving to

a robust working distributed protocol is a non-trivial step.

1.2 Historical Dev elopmen t

Packet networking evolved in the 1960swhere streams of data moving from one

computer to another were reduced to smaller units called \packets" and were given

headerscontaining the required routing information. Computers on the network ex-

amine theseheadersand move the data packets through the network towards the ¯nal

destination. Thesenetworks wereself-healingasthe routing intelligencewasdistributed

among the network nodes.

Work began in 1969 on an actual packet network, called ARPANET, which de-

veloped and implemented a set of protocols called TCP/IP . The ARPANET ultimately

evolved into today's Internet [4].

In 1970,radio technology and packet networks werebrought together for the ¯rst

time, and a radio network called ALOHANET, basedat the University of Hawaii, was

put into operation [8]. The ALOHANET spurred active research in peer-to-peerpacket

radio networks. This work wastargeted at military communications and wasexpensive.

Another wireless networking technology that was being developed was cellular

commununications. This concept was conceived by Bell Laboratories in the 1960sand

1970s. AMPS was the ¯rst US cellular telephone system that deployed in 1983 by

Ameritech in Chicago, IL. In 1993,AMPS o®ereddata servicesover the cellular network

through the cellular digital packet data (CDPD) service. Currently Global System for

Mobile Communications (GSM) and Code Division Multiple Access(CDMA) cellular

networks o®erdata services. These wirelessdata networks are proprietory in nature,

do not currently o®erhigh data rates, and depend on serviceproviders to develop the
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expensive infrastructure.

Work in the Industrial Scienti¯c and Medical (ISM) band led to the evolution of

the 802.11standard which o®erswirelessdata servicesat speedsof 2 Mbps and greater.

Using low cost radio devices currently 802.11b has 15 million users worldwide

and the technology is still evolving by adding extensionsto the existing protocol. These

networks consistsof an AccessPoint (AP) that actsasa centralized controller and clients

associate with the AP, which acts asa router to route tra±c amongthe clients and acts

as a gateway to the outside world. These networks are hence static by nature and

depend on infrastructure for deployment. Next generation applications demand rapid

deployment, high bandwidth, and easy re-con¯guration. Current cellular and 802.11b

networks are unable to meet these demands. The wide availabilit y of low cost 802.11

and similar radios has led researchers to revisit the early peer-to-peer models. Such

re-con¯gurable, rapidly deployable peer-to-peer networks we denote ad hoc networks.

1.3 T yp es of wireless comm unications

This section makesprecisethe typesof wirelessnetworks and the role of ad hoc

networks.

At the link layer, wirelessnetworks can be classi¯ed as:

² Point to Point networks:

A point-to-p oint network is the simplest form of wirelessnetwork, composedof

two radios in direct communication with each other. Example of such networks

are microwave links.

² Point to Multi-P oint networks:

A point-to-multip oint network is a sharedlink betweena central radio and client

radios at multiple sites. Examplesof such networks are broadcastnetworks and

early mobile phone services.
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² Multi-P oint to Multi-P oint networks:

These networks mirror the structure the wired Internet. A typical example

could be a communication network that consistsof walkie-talkies.

At the network layer, wirelessnetworks can be classi¯ed as

² Fixed Infrastructure networks:

Thesenetworks employ a centralized architecture where a central node acts as

a gateway to wired infrastructure for other wirelessnodes in the network. All

the tra±c is routed through this central node. At the link layer theseare point

to multi-p oint. This architecture is typical in caseof cellular networks, wireless

LANs, and satellite networks.

² Peer to Peer networks:

Thesenetworks are decentralized in nature whereeach node acts asa router and

communication can take place directly betweennodesin the wirelesstransmis-

sion rangeof each other. At the link layer, theseare multi-p oint to multi-p oint.

In casethe sourceand the destination nodesare out of transmission range, an

intermediate node in the transmission range of both nodesacts as a relay node

and routes the packets between the sourceand destination node. We focus on

a special case:so called multi-hop networks. This type of peer to peer network

we denoteasan ad hoc network. 1 This is restricted to peer-to peercommuni-

cation when all nodesare within range of each other and so is more restrictiv e,

thus our de¯nition. Ad hoc networks can be static in nature, examples are

the rooftop network [42] or mobile as in Mobile Ad hoc Networks denoted as

MANETs.

The motivation for deploying ad hoc networks is described in the next section.
1 In 802.11b, there is a so called ad hoc mode.
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1.4 Applications of ad hoc net works

Ad hoc networks are speci¯cally designedto cater to a particular application.

This section discussespotential applications to motivate the reasonsfor deploying ad

hoc networks. The essential characteristic of an ad hoc network is the abilit y of forming

spontaneousnetworks betweennodes that are in range of each other. This is a feature

of a number of military , commercial, and social applications [24].

1.4.1 Military Application

Military applications require the war¯gh ters and their mobile platforms to be able

to move freely without any restrictions imposedby wired communication devices.These

applications should thus be self-con¯guring, independent of any centralized control sta-

tions, and should be infrastructure independent in nature. Thesenetworks need to be

robust in nature, i.e., they should not have a single point of failure. Ad hoc networks

are thus an appropriate solution for such applications.

1.4.2 Commercial Application

The lack of infrastructure in ad hoc networks is a motivating factor for deployment

in commercial applications as it reduces the cost of infrastructure investments. Ad

hoc networks also have other commercial advantages due to the easeof network re-

con¯guration and reducedmaintenancecosts. Examplesof commercialapplications are

as follows:

² Collaborative Networks

A typical application of a collaborative ad hoc network can be considereda con-

ferenceroom with participant's wishing to communicate with each other without

the mediation of global Internet connectivity. In such a scenario, an collabo-

rativ e network can be set up among the participants devices. Such networks
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involve exchangeof data betweendevicessuch as laptops, palmtops, PDAs, and

other information devices. Each participant can thus communicate with any

other participant in the network without requiring any centralized routing in-

frastruture. These networks are thus collaraborative in nature and are useful

in caseswhere businessnetwork infrastructure is often missing or in scenarios

where reduction in the cost of using infrastruture links is important.

² Home Networks

Thesenetworks involve communications betweenPCs, laptops, PDAs, cordless

phones,smart appliances,and entertainment systemsin and around the home.

Peer-to-peer communication among these deviceswill reduce the overhead of

going through a centralized node and thus makes ad hoc networks a natural

choice for implementing home networking applications.

² Distributed Control Systems

Ad hoc wireless networks allow distributed control with remote plants, sen-

sorsand actuators linked together through wirelesscommunication. Thesenet-

works help in co-ordinating unmanned mobile units and lead to a reduction in

maintenanceand re-con¯guration costs. Ad hoc wirelessnetworks are used to

co-ordinate the control of multiple vehiclesin an automated highway system,co-

ordination of unmannedairborne vehicles,and remote control of manufacturing

units.

1.4.3 Comm unit y Net works

The concept of a general purpose ad hoc network is identi¯ed as a step to-

ward next-generation ad hoc network development [39]. An open communit y network

is a novel information infrastructure for local communities based on wireless multi-

hopping technologies,which may support an advanced information-oriented society in
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the twenty-¯rst century . A communit y network consistsof one or more computers pro-

viding servicesto peopleusing computersand terminals to gain accessto thoseservices

and to each other. Communit y network terminals can be set up at public places like

libraries, bus stations, schools, laundromats, communit y and senior centers, social ser-

vice agencies,public markets, and shopping malls. Communit y networks can also be

accessiblefrom homevia computersand, increasingly, from the Internet. Such networks

are excellent example.

This section discussedthe applications of ad hoc networks that range from mili-

tary applications, commercialapplications, and the newly forming communit y networks

that are consideredto be next generation ad hoc networks.

1.4.4 Energy Conserv ation in ad hoc net works

Many of the devicesdescribed in the previous section are battery operated and

thus energy constrained. For instance, a typical battery used in laptops and PDAs

with wirelessadapter has a lifetime of two hours. Nodes in an ad hoc network sharea

symbiotic relationship where each node acts as an end host as well as a router. Thus,

each node carriesout its individual processingaswell asacts asa forwarding node, thus

expending energy in processingand forwarding of packets. This reducesthe lifetime of

the nodes in an ad hoc network. Energy conservation is thus critical in such networks.

This section dwells on the issueof energyconservation in an ad hoc network consisting

of such energyconstrained devices.

Research has been carried out to conserve energy at various levels in a system;

at the application level, applications have been designedthat adapt on the basis of

the current energy level of the system [5, 2]. At the operating system level, energy

conservation can be brought about by switching systemsto an idle or stand-by mode.

Energy is conserved at the CPU level by reducing the clock speed and voltage level

of the CPU [25]. At the MAC level, schemesthat power down the cards when not



8

in use bring about energy savings [51]. Energy can be conserved at the routing level

according to [53, 24] by designing cross layered protocols and deploying low power

routing algorithms that usepower cost of the route as a metric for routing packets.

Section2.5 discussesthis prior work in more detail. The main characteristic here

is to emphasizethe fact that it is critical to develop energy conserving cross-layered

protocols for ad hoc networks.

1.4.5 Researc h Ov erview

The purpose of this work is to design, implement, test, and deploy an energy

aware ad hoc routing protocol that we denote as EADSR. This work is targeted at

students interested in learning basic fundamentals of ad hoc networks, and the Mobile

Ad hoc NETwork (MANET) communit y.

For this thesis, we decidedto build upon the quantitativ e results obtained using

the ns2 simulation carried out by Doshi et. al [19]. The results obtained were encour-

aging to incorporate energy aware extensionsto the DSR protocol. We started out by

installing Linux on the laptops that were usedas the operating systemfor the develop-

ment of the routing protocols. Each laptop was equipped with 802.11bCisco Aironet

350Serieswirelessethernet cards. Weusedthe Click Modular Router infrastructure [32]

for the purposeof packet processing. With this setup, we built the DSR protocol and

followed it by incorporating energyaware extensionsto build the EADSR protocol. We

veri¯ed the operation of the EADSR protocol by carrying out tests on our hardware

test-bed. The protocol was submitted to the MANET communit y as an Internet Draft

for critical review. The protocol software was made publicly available.

The challenge in this thesis was to implement a working, robust, distributed

routing protocol with the desiredfeatures. As such we did not attempt to optimize the

protocol. Several parametersa®ectthe ultimate energyperformance,but thesewereset

to ¯xed conservative values. We did not directly addressany of the MAC layer issues.
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We simply used widely available 802.11b despite its known high energy usage. The

protocol could work on other MAC layers (e.g. Bluetooth) but this was not explored.

The protocol testing was limited to a controlled laboratory setting with a small number

(2-5) nodesand no large scale¯eld testing was attempted. Deployment was restricted

to the MANET communit y.

The thesissolved many software challengesin developing an energyaware routing

protocol. In the processwe wereable to re¯ne the requirements of energyaware routing

protocols. We alsodiscoveredseveral bugs in Linux software, and discoveredlimitations

of available 802.11bwirelessLAN card implementations.

In Chapter 2 we describe the ad hoc routing protocols, provide a comparison

betweenthem and enumerate the research work that has beencarried out in the design

and implementation of energyaware ad hoc routing protocols. Our energymodel used,

the di®erent factors exploited to reduce energy consumption in the existing protocols,

and required featuresfor an energyaware protocol are discussedin Chapter 3. In Chap-

ter 4, we enumerate the design and implementation of the DSR and EADSR protocol

using the Click Modular Router Infrastructure. In Chapter 5, we provide the exper-

imental setup used to carry out testing of the DSR and EADSR protocols, provide a

comparisonbetweenthem, and ¯nally provide comprehensive test results. We conclude

in Chapter 6 and describe the future work that can be carried out. We also provide

a detailed description of the design of the DSR and the EADSR router con¯guration,

packet structures usedfor the DSR and EADSR protocol in Appendix A and a cookbook

for the installation of the Click Modular router on each node in Appendix B.



Chapter 2

Literature Review

In this chapter we discussthe di®erent ad hoc routing protocols, provide a com-

parison betweenthem and ¯nally enumerate research work that has beencarried out in

the design, implementation, and testing of energyaware ad hoc routing protocols.

2.1 Wh y do we need specialized Ad hoc routing proto cols

An ad hoc network is a co-operative network of mobile nodes that communicate

over a wireless medium. Ad hoc networks di®er signi¯cantly from existing networks.

First, the topology of the nodesin the network is dynamic. Second,thesenetworks are

self-con¯guring in nature and require de-centralized control and administration. Such

networks do not assumeall the nodes to be in the direct transmission range of each

other. Hence these networks require specialized routing protocols that provide self-

starting behavior. Energy constrained nodes, low channel bandwidth, node mobilit y,

high channel error rates, and channel variabilit y are someof the limitations in an ad

hoc network. Under these conditions, existing wired network routing protocols would

fail or perform poorly. Thus, ad hoc networks demandspecializedrouting protocols. In

this section, we will discussthe di®erent typesof ad hoc routing protocols.

Ad hoc routing protocolsare classi¯ed basedon the manner in which route tables

are constructed, maintained, and updated [48]. They are classi¯ed as

² Table-driven
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² Sourceinitiated or demand-driven

Developed for the same underlying ad hoc network, the characteristic of these

protocols di®er signi¯cantly . The following sectionsdescribe the protocols and group

them according to their characteristics.

2.2 Table-Driv en Routing Proto cols

Table-driven routing protocols maintain consistent, up-to-date routing informa-

tion from each node to every other node in the network. Thesenodesmaintain routing

tables and respond to the changes in the network topology by propagating updates

throughout the network in order to maintain a consistent view of the network. The

di®erent table-driven protocols di®er in the number of routing tables and the methods

by which changesin the network structure are broadcast. The following sectionsdiscuss

the di®erent table-driven ad hoc routing protocols.

2.2.1 Destination Sequenced Distance Vector Proto col (DSD V)

This protocol is described in detail in [43]. It periodically advertises a node's

interconnection topology with the other nodes in the mobile ad hoc network. This

protocol is a modi¯ed version of the classical Bellman-Ford [35] routing mechanism.

Changeswere incorporated to reducerouting loops in the faceof the dynamic topology.

Each node in the network maintains a routing table that consists of available

destinations and the number of hops neededto get to each of them. Each entry in

the route table is tagged with a sequencenumber that is originated by the destination

node. Thesesequencenumbers distinguish the stale routes from the new onesand thus

avoids routing loops. Routing table updates are periodically transmitted through the

network to maintain table consistencyin the network. To help reducethe large amount

of network tra±c that these updates can generate,route updates employ two possible

typesof packets. The ¯rst is known asthe full dump and they carry all available routing
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information. Smaller incremental packets are usedto transmit the information that has

changedsince the last full dump. The mobile nodesmaintain an additional table that

stores the data sent in the incremental routing information packets.

Packets contain the addressof the destination, the number of hops to reach the

destination, the sequencenumber of the information received regarding the destination,

as well as sequencenumber unique to the broadcast. The route labelled with the most

recent sequencenumber is used. If the sequencenumbers are equal, the route with a

smaller metric is selected.The nodesalso keepa track of the settling time of routes to

allow the routes to a destination to °uctuate before the route with the best metric is

received. By delaying the broadcast of a routing update by the length of the settling

time, the network tra±c can be reducedand optimized.

2.2.2 Clusterhead Gatew ay Switc h Routing (CGSR)

The Clusterhead Gateway Switch Routing protocol [16] di®ersfrom the previous

protocol in the type of addressingand network organization scheme employed. This

network has a cluster-head that controls a group of ad hoc nodes. This results in a

framework for code separation, channel access,routing and bandwidth allocation. The

cluster-head is selectedusing a distributed algorithm within the cluster. The selec-

tion processcan a®ectthe routing performancesincenodesspend time in cluster-head

selectionrather than packet relaying.

CGSR usesa modi¯ed version of DSDV as the underlying routing scheme. The

modi¯cation incorporates a hierarchical cluster-head-to-gateway routing approach to

route tra±c from sourceto destination. Gateway nodes are nodes that are within the

communication range of two or more cluster heads. A packet sent by a node is ¯rst

routed to its cluster head, and then routed from the cluster head to the gateway to

another cluster head, till it ¯nally reaches the cluster head of the destination node.

Each node must keepa \cluster member table" where it stores the destination cluster
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head for each mobile node in the ad hoc network. These tables are broadcast by each

node periodically using the DSDV algorithm.

Each node also maintains a routing table that is usedto determine the next hop

to be usedin order to reach the destination. On receiving a packet, a node will consult

its cluster member table and routing table for the nearestcluster head along the route

to the destination. Next, the node will check its routing table to determine the next

hop to be usedto reach the selectedcluster head.

2.2.3 Wireless Routing proto col (WRP)

The WirelessRouting Protocol, described in [40], is a table-basedrouting protocol

and aims at maintaining routing tables at all the nodes in the network. Each node in

such a network maintains a distancetable, a routing table, link-cost table and, a message

retransmissionlist (MRL) table. Each entry of the MRL contains the sequencenumber

of the update messsage,a retransmission counter, an acknowledgement-required °ag

vector with one entry per neighbor, and a list of updates sent in the update message.

Mobile nodesinform each other of link changesthrough update messages.Such messages

are sent only between neighboring nodes and contains a list of updates, distance to

destination, and the predecessorof the destination and a list of nodesthat should send

an acknowledgement message.In casea link betweentwo nodesbreaks, the nodessend

messagesto their neighbors. Nodes learn the presenceof their neighbors due to the

acknowledgement messagesand other messagesthat are exchanged. When the node is

inactive, it should senda Hello message.Failure to do so indicates a failure of a link

and this could use a false alarm. When a node receives a Hello messagefrom a new

node, it adds this node to its routing table and it sendsthe new node a copy of its

routing table. WRP avoids the \count to in¯nit y" problem by storing predecessorand

successornode ID's into the routing table.
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2.3 Source Initiated On-Demand Routing

This type of routing createsroutes only when desired by the sourcenode. The

source node initiates a processcalled route discovery when it requires a route to the

destination. This processis completed when a route is found or when all the possible

routes are examined. The processof route maintenance is carried out to maintain the

establishedroutes until either the destination becomesunavailable or when the route is

no longer required.

2.3.1 Ad Ho c On-Demand Distance Vector Routing (A OD V)

The Ad hoc On-Demand Distance Vector routing protocol as described in [45]

is a modi¯ed version of the DSDV described in Section 2.2.1 and aims at reducing

system-wide broadcasts that are a feature in DSDV. Routes are discovered on an as-

neededbasisand aremaintained only aslong asthey arenecessary. Each nodemaintains

monotonically increasingsequencenumbersand this number increasesasit learnsabout

a change in the topology of its neighborhood. This sequencenumber ensuresthat

the most recent route is selectedwhenever route discovery is initiated. In addition

to this sequencenumber, each multicast group has its own sequencenumber which is

maintained by a group leader. This protocol is usedfor unicast, multicast, and broadcast

communication.

AODV usesboth a unicast routing table and a multi-cast routing table. This

route table is used to store the destination and next-hop IP addressesas well as the

destination sequencenumber. Associated with each routing table entry is a lifetime,

which is updated whenever a route is used. This route expires if not used within its

lifetime value and is declared as invalid. The multicast routing table includes ¯elds

that are similar to the routing table except that each entry may have more than one

next-hop destination associated with it. Each next-hop entry hasan Activ ated °ag and
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a direction. The Activ ated °ag is set when the next-hop is selectedto be added to

the multicast tree. The direction is upstream when the communication is towards the

leader and downstream when it is away from it.

Routing in AODV is carried out by the processof Route Establishment and Route

Maintenance.

Route Establishmen t : When a node wishes to send a packet to somedesti-

nation node, it checks its route table to ¯nd whether it has a route to the destination

node. If it does, it forwards the packet to the next hop towards the destination. How-

ever if the node doesnot have any valid route to the destination, it must initiate a route

discovery process. The sourcenode createsa route request (RREQ) packet that con-

tains the sourcenode's IP address,current sequencenumber, destination's IP address

and last known sequencenumber. The RREQ also contains a broadcast ID and this is

incremented every time the sourcenode initiates a RREQ. Thus, the broadcast ID and

the sourceIP addressuniquely identify a route request. Once the RREQ is created, the

node broadcaststhis packet and setsa timer to wait for a reply.

When a node receivesa RREQ, it ¯rst checks whether it hasseenit beforenoting

the sourceIP addressand broadcast ID pair. If it has already seena RREQ with the

samesourceIP addressand broadcastID, it silently discardsthe packet. Else, it records

this information and processesthe packet. The node sets up a reverseroute entry for

the sourcenode in its route table. This reverseroute entry contains the sourcenodes's

IP addressand the IP addressof the neighbor from which the RREQ was received. If

the route entry is not usedwithin a certain timeout period, it is deleted to prevent the

presenceof stale routing information in the route table.

To respond to the RREQ, the sequencenumber of the node should be as large

as indicated in the RREQ in order to prevent routing loops. The destination node

respondswith a unicast route reply (RREP) packet to the source. If the node is not the

destination node, it increments the RREQ's hop count by one and re-broadcaststhis



16

packet to its neighbors.

If the RREQ is lost, the sourcenode is allowed to re-broadcasta route discovery

again. The number of retries is ¯xed and if there is no route to the destination after

the maximum number of retries, the destination is labelled unreachable.

Route Main tenance : Oncea route hasbeendiscoveredfor a givensource/destination

pair, it is maintained as long as neededby the sourcenode. Movement within the ad

hoc network a®ectsonly the routes that contain those nodes. If the sourcenode moves,

it can re-initiate a route discovery to establish a new route to the destination. When a

link breaks,a route error (RERR) messageis sent to the a®ectedsourcenodeswhenever

a packet tries to use the link. The route error is initiated by the node upstream and

it lists each of the destinations that are now unreachable due to the loss of the link.

If the upstream node of the break has one or more nodes listed as precursor node for

the destination, it broadcasts the RERR to these neighbors. When neighbors receive

the RERR, they mark the route entry as invalid and set the distance to the destination

equal to in¯nit y and in turn propagate the RERR to its precursor nodes, if any such

nodesare listed for the destinations in their route tables.

An additional aspect of the protocol is the use of Hello messageswhich are

periodic local broadcasts sent by a node to inform each node of other nodes in its

neighborhood. Thesemessagesare usedto maintain local connectivity of a node. Nodes

listen for retransmissionof data packets to ensurethat the next hop is still within reach.

Hello messagesalso list the other nodesfrom which a node was heard and this yields

a better knowledgeof the network connectivity.

2.3.2 Dynamic Source Routing (DSR)

The Dynamic SourceRouting protocol is a simple and e±cient routing protocol

[29]. This protocol is composedof the two mechanisms of Route Discovery and Route

Maintenance, that work together to allow nodesto discover and maintain sourceroutes
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to destinations in the ad hoc network. DSR allows nodes to dynamically discover a

source route acrossmultiple network hops to any destination in the ad hoc network.

Each data packet sent carries in its header the complete, ordered list of nodes through

which the packet must pass, allowing packet routing information in the intermediate

nodesthrough which the packet is forwarded. Sincethe sourceroute is included in the

header,other nodeshearing this transmissioncan cache this information in their routing

table for future use.

Route Disco very : This is a mechanism by which a sourcenode S wishing to

senda packet to a destination node D obtains a sourceroute to D . Route Discovery is

initiated only when node S attempts to senda packet to D and doesnot have a route to

it. In this process,sourcenode S createsa route requestpacket (RREQ) and broadcasts

it. Each route requesthasa unique requestid, that is determined by the initiator of the

request. Each RREQ alsoconsistsof a record listing the addressesof each intermediate

node through which this particular copy of the RREQ messagehas beenforwarded.

When another node receivesthis RREQ, if it is the target of the Route Discovery

it returns a Route Reply (RREP) messageto the Route Discovery initiator, giving a

copy of the accumulated route record from the RREQ. When the initiator receivesthis

RREP, it cachesthis route in its route cache and usesit for sendingsubsequent packets

to this destination. If the node receiving the RREQ ¯nds out that it has already seen

a route request with the samerequest id, or if its own addressis in the route record,

it simply discards the request. If not, this node appends its own addressto the route

record in the RREQ messageand propagatesit by transmitting it as a local broadcast

packet with the samerequest ID.

When initiating a Route Discovery, the sendingnode savesa copy of the original

packet in a local bu®er called the Send Bu®er. This bu®er contains a copy of each

packet that cannot be transmitted by this node becauseit doesnot have a route to the

destination. Each packet in the Send Bu®er has a time stamp associated with it and
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is discarded when the time-out period has expired. The Send Bu®er is essentially a

FIFO bu®er. While the packet remains in this bu®er, it is occasionally probed and a

Route Discovery is initiated for the packet's destination address. The number of route

discoveriesthat can be initiated for every packet in the bu®eris limited. To limit route

discoveries initiated and lost during congestion,DSR usesexponential backo®.

Route Main tenance : When originating or forwarding a packet using a source

route, each node transmitting a packet is responsible for con¯rming that the packet has

beenreceived by the next hop along the sameroute. The packet is re-transmitted until

this con¯rmation is received. This con¯rmation is carried out either by providing routing

layer acknowledgement or by passiveacknowledgement. If the packet is retransmitted

by somenode a ¯xed number of times and no con¯rmation is received, this node returns

a Route Error messageto the original senderof the packet. This packet is routed to

the sourcenode of the data packet through the intermediate nodesin the route. These

nodes can update their cache by removing the hop in error and truncating all other

routes that contain that hop till that point.

If an intermediate node overhearsa Route Reply, Data packet, or ACK packet

and ¯nds out that it has a shorter route to the destination, it may send a gratuitous

reply to the initiator of the packet.

The following section provides a comparison between the di®erent table-driven

and on-demandprotocols.

2.4 Table-driv en vs. Source-Initiated Proto cols

Table-driven protocols have the overheadof route updates with no regard to the

frequency of forwarding packets that take place in the ad hoc network. The routing

information is constantly propagated within the network. This is not the casewith on-

demand protocols where routing information is exchangedonly when the sourcewishes

to sendsomeinformation to the destination and has no information about the destina-
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tion in its route cache. On the other hand, sincerouting information is constantly prop-

agated and updated in table-driven protocols, information about a particular source-

destiantion route is always available regardlessof whether or not this information is

required. This feature leads to signi¯cant signalling overheadand power consumption.

Sinceboth battery and bandwidth are scarceresourcesin ad hoc networks, this becomes

a seriouslimitation.

From the discussion of table-based protocols provided in Section 2.2 and on-

demand protocols presented in Section 2.3, we conclude that table-basedprotocols in-

cur signi¯cantly high routing overhead, etc. and hence lead to increasedthe energy

consumption comparedto the on-demandprotocols.

In the next section, we will discussthe research work that has been carried out

to reduceenergyconsumption in ad hoc networks.

2.5 Prior work involving reduction in energy consumed in ad hoc

net works

Research has beencarried out at each layer of the OSI stack to minimize energy

consumption. At the physical layer, research is carried out addressingthe energyprob-

lem consideringtwo views (i) an increasein battery capacity, and (ii) a decreasein the

amount of energy consumedat the wirelessterminal. According to [33], there has not

beena signi¯cant breakthrough recently in battery-technology recently and hencethis

goal can only be achieved by decreasingthe energy consumedin the wirelessterminal.

Low-power design at the hardware layer can be achieved by incorporating techniques

like variable clock speedCPUs [25], °ash memory [38], and disk spindown [20].

At the link layer, Sivalingam at al. [52] suggestusing a schemethat usesa small

packet size for registration and bandwidth request and thus reducesthe energy con-

sumption. By using small packets, in the EC-MA C protocol, the collisions that occur

during registration and reservation are reduced. They proposea scheme by which the
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schedule for data transmission of each mobile is broadcast. This enablesthe mobiles to

switch to standby mode until the receive start time. Another solution that is proposed

is to turn o®the transceiver whenever the node determinesthat it will not be receiving

data for a period of time.

The PAMAS protocol [51] usesthis approach. For MANETs, the routing layer

has to carry out the functionalit y of routing under the conditions of mobilit y. Singh

et al. [51] focus on designing protocols to reduce energy consumption to increasethe

life of each mobile, thus increasingnetwork life as well. This is carried out by de¯ning

metrics such as Energy Consumed per packet, Time to network partition , Variance in

power levelsacrossmobiles, Cost per packet, and Maximum mobile cost. This results in

a shortest-cost routing protocol with respect to the metrics.

Feeneyet al. [22], describe a seriesof experiments carried out to model the energy

consumption of wirelessethernet cardsoperating in an ad hoc environment. The author

classi¯es the di®erent energy consumption costs based on broadcast tra±c, point-to-

point tra±c, discard tra±c, promiscousmode operation, and idle mode operation. They

present an empirical energy model of these costs which is derived from measurements

using the Lucent IEEE 802.11bWaveLan card and discussthe implications of the energy

model in designingenergyaware ad hoc routing protocols. Our work refersto the energy

model proposedin this paper.

At the routing layer, Subbarao et al. [54] suggestsa minimum power routing

scheme that has been designedusing the table-driven approach. Ramanathan et al.

[46] brings about power savings by setting the transmit power of all nodes to control

the topology of a multi-hop wirelessnetwork.

Roduplu et al. [47] provides a distributed position basednetwork protocol that

minimizes energy consumption in mobile wireless networks. The power consumption

model consists of large scale and small scale channel variations, path loss, transmit

power, receivepower, and the power required to processthe signal. This implementation
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is well-suited for networks that consist of stationary nodes. The authors do not present

results about signalling overheaddue to mobilit y. The energymodel assumesnegligible

costs for packet reception and processing.

Chang et al. [14] propose algorithms to select routes and corresponding power

levels in a static wireless ad hoc network such that the system lifetime (in terms of

battery life) is maximized. Xu et al. [56] suggesta location information basedenergy

conserving routing algorithm that works above the ad hoc routing agent protocol to

bring about energy conservation in the network by powering down intermediate nodes

while still maintaining connectivity. Li et al. [34] develop an online approximate power

aware routing algorithm to maximize the lifetime of the ad hoc network, which involves

choosing between the minimal power consumption path and the path that maximizes

the minimum residual power in the network. Chen et al. [15] suggesta distributed

coordination technique for a multi-hop ad hoc wireless network that reducesenergy

consumption without signi¯cantly reducing the capacity and connectivity of the net-

work. Energy savings are achieved by keepingcertain chosencoordinator nodesactive

while the other nodes in the network are in a power save mode. Elbatt et al. [21]

proposesa table-basedschemethat strives to maximize the end-to-end throughput by

¯xing transmit power levels for nodesin a cluster. Brown et al. [13] study the fairness

of di®erent power aware routing objectives.

Das et al. [17] present a critique between the two on-demand ad hoc routing

protocolsby stressingthe di®erencesin their dynamic behaviors that lead to the factors

that a®ect their performance. They also discussthe interpretation of the simulation

results carried out to compare the performanceof theseprotocols basedon the packet

delivery fraction, average end-to-end delay of data packets, normalized routing load,

and normalized MAC load. The simulation model was based on ns-2 and used the

DCF of IEEE 802.11b as the MAC protocol. The simulation results indicated that

DSR outperforms AODV in less \stressful" (lower load and or mobilit y and smaller
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number of nodes) situation when delay and throughput were considered. However in

caseof a more \stressful" situation, AODV outperforms DSR. This could be attributed

to the aggressive route caching that is carried out by DSR. DSR usesunicast routing

packets which wereexpensive for the 802.11MAC layer that wasusedand henceDSR's

apparent savings on routing load did not translate to the expected reduction on the

real load on the network. This observation did highlight the fact that it was critical to

develop a crosslayeredprotocolsthat handled interactions acrossprotocol layers. In our

implementation of the energy aware DSR that will be discussedin Chapter 4, we have

designedand implemented a cross-layered protocol in which we usethe received signal

strength obtained from the wireless ethernet card driver to make decision of routing

packets at the network layer.

Narayanswamy et al. [41] present a protocol for power control in ad hoc networks

by providing a solution to satisfy three objectivesof maximizing the tra±c carrying ca-

pacity of the entire network, extending battery life by using low power routes, and

reducing contention at the MAC layer. The protocol called, COMPOW, aims to oper-

ate all nodesat a common power level which is selectedto be the smallest power level

at which the network remains connected. The solution alsoprovides sub-optimal tra±c

carrying capacity of the network, producespower aware routes, and reducesMAC layer

contention. This protocol can be usedasa plug and play feature with proactive routing

protocols. It maintains multiple routing tables at the user level which incurs an addi-

tional bookkeepingoverhead. The paper doesnot addressmobilit y issuesin mobile ad

hoc networks and doesnot provide performanceresults.

Kawadia et al. [31] proposea general solution for enhancing operating systems

with new services to support ad hoc routing, and an On Demand Routing Module

(ODRM). The ODRM is implemented as a module and contains a library which is

called the Ad hoc Support Library (ASL). Packets with known destination are routed

using the kernel routing tables. The route discovery API in the ASL is initiated when
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Layer Theory/Sim ulation Implementation

Physical [22, 33] [22]
Link [51, 52] None

Network [13, 14, 15, 17, 21, 31, 34, 41, 46, 47, 54, 56] [31, 41]
Operating System [5] None

Application [2] None
All [24, 53] None

Table 2.1: Niche ¯lled by each reference

packets with unknown destination arrive. The TUN/T AP is used to copy packets to

userspaceto maintain the ad hoc routing table that exists in userspace. On ¯nding

the destination, the ASL has API's that update the kernel routing table; theseupdate

packets from userspaceare re-injected into the kernel using raw sockets. It describes

an AODV implementation using this infrastructure and also discussesother AODV

implementations. However, such an infrastructure is not suitable for source routing

protocolsas the kernel routing tables do not provide mechanismsto store sourceroutes.

At the operating systemslevel, energyconsumption can be carried out by e±cient

scheduling to manageaccessto physical resourceslikeCPU, memory and disk spacefrom

the applications running on the host. Researchers at Intel Corporation [5] proposeto

reduce power dissipation in CPUs by designing portable devicesthat can be operated

at lower speedsby scaling down the supply voltage. Another technique mentioned in

the samepaper is predictive shutdown during periods of inactivit y.

At the application layer, development of APIs such as Advanced Con¯guration

and Power Interface [2] and Power Management Analysis tools can assist in creating

programs that are power-conserving.

All the above discussedschemesfocuson energyconservation at individual layers

ignoring important interdependenciesthat exists among layers of the protocol stack.

Stark et al. [53] and Goldsmith et al. [24] state that to optimize energy consumption

one must account for the coupling that exists among all the layers and simultaneously
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optimize their operation under the energy constraint. To meet these requirements, a

cross-layer protocol design that supports adaptivit y and optimization acrossmultiple

layers of the protocol stack is needed.

In the next chapter, we discussthe energy model we use for our cross layered

energyaware protocol design.



Chapter 3

Energy Aw are Implemen tation Issues

In this chapter, we discussthe energymodel used,factors that can be exploited to

reducethe energyconsumedby the existing ad-hoc routing protocols, choice of routing

protocol, and the required features for an energyaware routing protocol.

3.1 Energy Mo del

In this section, we present the energy model we use in this thesis. This model

was developed within our group for this project [19]. Energy aware protocols consider

transmit power, energyper packet, and remaining battery power; often with the goal of

assigninga link-cost metric in a weighted shortest-path routing. In this work, we take

a similar approach, consideringthe energyper packet.

The energy expended in sending a data-packet of size D bytes over a given link

can be modeled as
E(D) = K 1D + K 2 (3.1)

Feeneyet al. [22] proposea similar model in their study to describe the per packet

energyconsumption. In our model,

K 1 = (Ppacket
t + Pback)=R (3.2)

K 2 = ((PM AC
t D M AC + Ppacket

t D header )=R) + E back (3.3)

where Pback and E back are the background power and energyusedin sendingthe data-

packet, PM AC
t is the power at which the MAC packets are transmitted, D M AC is the size
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of the MAC packets, D header is the size of the data-packet trailer and header, P packet
t

is the power at which the data-packet is transmitted and R is the transmission rate.

In order to simplify our analysis, we assumeP back, D header and PM AC
t are zero in this

study. Hencethe energymodel reducesto

E(D) = (Ppacket
t =R)D + E back (3.4)

This model is only one of several models where P back, E back, D header , or PM AC
t

are assumedto be zero. If all are zero, the D=R can be ignored since it becomesa

scaling factor that is the samefor all links for any given packet and thus doesnot a®ect

the shortest-path routing metric. This reducesthen to a minimum power metric.

In this thesis, only E back is not zerowith the result that the link costsdepend on

the sizeof the packets. For very short packets the link cost is approximately the constant

E back for every link and so routing will be minimum hop. For very large packets, the

link-cost is approximately proportional to P packet
t so routing will be minimum power

routing. This suggeststhat energy aware route discovery, energy aware route choice,

and energyaware route maintenancebehavior will vary depending on packet size.

3.2 Factors that can be exploited

In this section, we describe the factors that can help reducethe energyconsump-

tion in a wirelessad hoc network.

3.2.1 Required power decreases rapidly with distance

For a given threshold power, Pr , the minimum transmit power, Pt required for

successfulreception, assumingno fading, can be given as

Pt (d) = Pr dnK (3.5)
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Figure 3.1: Energy savings possibleusing transmit power control

where d is the distance betweenthe two nodes,n is the path lossexponent and K is a

constant. Typically n takes the value of 4. In the caseof ¯xed maximum power, the

minimum hop routing used in typical ad hoc routing protocols like the current version

of DSR, this transmit power is ¯xed at 100mW. This is the maximum power level for

many commercial wirelessethernet cards.

Using (3.1), (3.2) and (3.3), the minimum transmission energy required for suc-

cessfulreception in terms of Pt and data-packet sizeD can be given as

E t (D ; Pt ) = K 0
1Pt (D + D header ) + K 0

2 (3.6)

where K 0
1 is the constant that translates the product of transmit power and packet size

to energy, and K 0
2 is the constant value of the energy overhead that is independant of

the packet size. Substituting the value of Pt obtained from (3.5) in (3.6), we get

E t (D ; d) = K 00
1 (D + D header )dn + K 0

2 (3.7)

where K 00
1 = K Pr K 0

1 . The current versionsof the AODV, DSR, and other protocols

discuss¯xed transmit power for all packets. The corresponding transmissionenergycan
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be given as

Emax (D ) = K 3D + K 2 (3.8)

where K 3 is a constant that translates packet sizeto energyconsumed.

The saving using transmit power control is given by

Emax ¡ E t (D ; d)
Emax (D ))

(3.9)

The plot of the saving obtained vs. the distance between the two nodes for a

data-packet size of 512 bytes can be seenin Fig. 3.1. This gives us a fair idea about

the achievable energysavings using power control for data-packet transmission.

3.2.2 Using multi-hop routes can save energy

Considera casewherethe minimum hop routing protocol employs transmit power

control. In this case,there are 3 nodesa, b, c in a straight line and the minimum hop

routing choosesto route data-packets directly from a to c. If the multi-hop route a-b-c is

chosento transmit the packets instead, i.e. b is usedasa relay node, the total transmit

energy required would be

Emul ti (D ; d;d1) = E t (D ; d1) + E t (D ; d ¡ d1) (3.10)

where d1 is the distance from node a to node b and d is the distance from node a to

node c.

The normalized savings, S(D ; d;d1), obtained by going the multi-hop route can

be written as

S(D ; d;d1) = 1 ¡
Emul ti (D ; d;d1)

E t (D ; d)
(3.11)

i.e.

S(D ; d;d1) = 1 ¡
E t (D ; d1) ¡ E t (D ; d ¡ d1)

E t (D ; d)
(3.12)
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Figure 3.2: E®ect of ¯xed energy overhead per hop on energy savings obtained using
multi-hop routes

However the energy saving obtained by going multi-hop dependson the value of

the ¯xed energyoverheadK 2 and the distance from node a to node c. Fig. 3.2 shows a

plot of % energysaving vs d1 for di®erent valuesof d ¯xing K 2 as 0:05Emax and shows

that for larger d, the saving is large and the savings decreaseas d decreases.Further, if

node b is too closeto node a or node c, the multi-hop route consumesmore energythan

the direct hop route. Thus the choiceof multi-hop dependson the precisecon¯guration.

The factors discussedin this section can be used at the routing layer to bring

about energy conservation. In the next section, we discussthe required features of a

minimum energy routing protocol.

3.3 Required Features of a minim um energy routing proto col

This section enumeratesthe required features of a minimum energy routing pro-

tocol. We also show that the existing versionsof the on-demand routing protocols do

not support most of theserequired featuresand hencejustify our argument that existing



30

on-demandprotocols cannot qualify as minimum energy routing protocols.

3.3.1 Energy-based routing cost computation

Minim um energyrouting protocolsshould take into consideration the energycost

of a route while choosing a route. The energy cost of a link in a route is the sum of

the energy required for transmission of a data-packet over that link and the additional

signalling and packet processingcost. The existing on-demandrouting protocolsemploy

a minimum-hop metric for choosing routes and not an energymetric.

3.3.2 Transmit power control

For a given threshold power, Pr , the minimum transmit power, Pt , required for

successfulreception varies with distance and is given by (3.5). If the transmit power is

¯xed and equal for all the nodes, then minimum hop is the minimum energy route. To

gain maximum energy savings, the minimum energy routing protocol should transmit

the data-packet at power Pt instead of the ¯xed transmit power. This can be achieved

by employing dynamic transmit power control on the link. Now if dynamic transmit

power control is employed, the energycost of each link can be computed using (3.2) and

(3.3). Thus knowing K 1, K 2, and the value of Pt for each link, the minimum energy

routing protocol should compute the link energycost using (3.1) and should choosethe

route with the lowest sum of link energycosts.

Though someprotocols allow link metrics other than minimum hop, the existing

on-demand protocols do not o®erany mechanisms to compute and propagate the pa-

rametersnecessaryto compute the per packet energycost. Hencethe dynamic transmit

power control feature cannot be supported by the existing versionsof the on-demand

protocols.
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Figure 3.3: Tracking and discovering minimum energy routes

3.3.3 Minim um energy route discovery

Considera caseasshown in Fig. 3.4 wherethere are 4 nodesa, b, c, d in a straight

line. Assumethe minimum energy route from node a to node d is the multi-hop route

a-b-c-d. Rodoplu at al. [47] show that the minimum energyroutes in a network translate

to multi-hop routes and the minimum energyrouting protocol should be able to discover

theseminimum energy routes. The route discovery mechanismsof existing on-demand

protocols are similar in the way the route discovery is initiated. For ¯nding a route

from node a to node d, the mechanismsinitiate a Route Requestpacket broadcast from
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node a. Assuming that this packet is heard by nodesb and c, both nodes rebroadcast

the packet. The packets broadcastedby nodesb and c are heard by all nodes. However

sincenode c hasalready broadcastthe samerequestearlier, it ignoresthe requestpacket

from node b and node d repliesback to the requestsit hearsfrom nodesb and c. Hence

the on-demand routes discovered by node a are a-d, a-b-d and a-c-d: The minimum

energyroute a-b-c-d is not discovered by the route discovery mechanism of the existing

on-demandrouting protocols.

3.3.4 Energy Aw are route main tenance

In the current versionof on-demandad hoc routing protocols, route maintenance

is carried out by the route error packets only when the links are broken. No route

maintenanceis doneto indicate a changein the quality of a link. No mechanism updates

the information about the changing energy cost requirements that occur on that route

due to node mobilit y. Even after the minimum energy cost routes are discovered, the

changesin the energycostsof the links have to be tracked sothat the energyexpendedis

ascloseto the minimum valueaspossible.As nodesmoveclosertogether or further apart

on a link the transmit power should decrease(to increaseenergy savings) or increase

(to maintain the link) accordingly. Further, as the energy cost of a link rises due to

the nodes moving apart, the route may no longer be the minimum energy cost route.

Therefore, thesechangesin the energycost needto be conveyed to the sourcenode, so

that it can chooseother lower energy cost routes as needed. Hencea minimum energy

routing protocol must have a mechanism for tracking the link energy cost changes.

Mobilit y also causesthe creation of new lower energycost routes.

For the example seenin Fig. 3.3, with 3 nodesa, b, and c, the minimum energy

route from node a to node c at one instance of time may be a-c. Now becauseof node

mobilit y, node b movesto a position betweennode a and node c making the new optimal

minimum energy route from node a to node c as a-b-c. Thus, to maintain minimum
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Figure 3.4: Route Discovery in the existing version of the DSR protocol

energy cost routing, additional route maintenance which goes beyond achieving basic

connectivity is required. This feature also is not supported by existing versionsof on-

demand routing protocols.
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3.4 Mec hanisms to implemen t these features

Existing versionsof on-demandad hoc routing protocols do not possessmost of

the required features of a minimum energy routing protocol as demonstrated in the

previous section. This section describes mechanisms for the easy implementation of

these features in the routing logic of the existing on-demandprotocols. These features

are commonto both the DSR and the AODV protocol and are discussedin the following

subsections.

3.4.1 Link energy cost computation

From (3.3), to compute K 2, Pback, Dheader , PM AC
t , Eback, Pt would be required.

We assumethe ¯rst three to be zero and Eback to be a constant. Given the value of Pt

in (3.6), the value of K 1 and K 2 in (3.1) can be computed. This power value along with

the node ID for each hop in the route requestpacket. The destination node reversesthe

route in the route requestpacket and inserts this power information for each hop in the

routing header of the route reply packet to route the route reply packet to the source

node using transmit power control at each hop. Each node in the reply path storesthe

power required to get to the next hop. The sourcenode gets the power valuesfor each

hop from the route reply from which it can calculate the total energy cost of the route

by using (3.6) and a suitable value for K 2.

3.4.2 Transmit power control

This mechanism can be implemented by modifying the route request packet

header to include the power at which the packet was transmitted by the sourcenode.

Let PT X be this transmit power in dBm. The receiving node receives this packet at

power PRX in dBm. Let Pr be the minimum power level required for a successfulrecep-

tion in dBW. The minimum power required for the transmission of the packet so that
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it is successfullyreceived by the receiver (Pt ) can be then calculated in dBW by the

receiving node as

Pt = PT X + Pr ¡ PRX + M A (3.13)

where M A is a margin to overcomethe problem of unstable links due to channel fading

and node mobilit y.

For the energyaware versionsof the sourcerouting on-demandprotocolslike DSR

[29], this minimum transmit power value for each hop can be included in the routing

headerof the data-packet by the sourcenode and each node forwarding the packet can

simply look up the next hop in the sourceroute and the minimum power required to

get there and transmit the packet at the controlled power level.

For routing the data-packet, in caseof protocols like AODV [45], nodes of the

network can simply look up the value of the minimum transmit power from their routing

table and transmit the data-packet at the controlled power.

3.4.3 Route discovery of minim um energy routes

This mechanism enablesthe node to store the route power information it hears

in the route request packets. The node then snoops on route replies not directed to

the node and checks if it lies on a lower energypath than advertised in the route reply

using the stored route power information and the route reply power information. In

caseit lies on a lower energy path, the node sendsa gratuitous route reply with the

lower energy path to the source. In this manner the nodes can discover the minimum

energy route.

3.4.4 Minim um energy route main tenance and link energy cost trac king

This mechanism enablesthe nodes in a data-packet's sourceroute to sensethe

power changesin the sourceroute as the data-packet is forwarded to the destination.
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Each node sensesthe power at which it receivesthe data-packet and computesthe new

minimum transmit power, Ptnew and the new minimum transmit energy, E t (D ; Ptnew ),

required by the previousnode to successfullytransmit the packet to it using (3.13), (3.6)

and (3.1) respectively. The current nodecomparesthis energyvalue to the original value

E t (D ; Ptnew ) which is advertised in the sourceroute in caseof energy aware DSR and

present in the routing table in caseof AODV. If (in dB)

jE t (D ; Ptnew ) ¡ E t (D ; Pt )j > M ¢ (3.14)

M ¢ > 0 is a threshold value in dB, the node setsa °ag in the routing headerof the data-

packet about the changedenergycost of the link and writes this new power value in the

routing header. Now oncethe destination gets the data-packet, it checks the °ag in the

routing headerof the data-packet and sendsa gratuitous route reply packet containing

the route with the new power information to the source. The intermediate nodes and

the sourcenode update their cache/routing table with this new power information and

thus keeptrack of the energycost changesof the links of the route.

In case of node mobilit y, lower energy routes can form after the initial route

discovery of a low energy route on which the data-packet °ow is being sent. The route

maintenancelogic should discover and take advantage of theseroutes. A node can snoop

on a data-packet not directed to itself and then on the network level ACK transmitted

at full power for the data-packet from the receiver. The node computesthe energycost

from itself to the transmitter node (E toT X ) from the data-packet power information and

the energycost from itself to the receiver node (E toR X ) from the ACK. Let ET X min be

the advertised energycost to get from the transmitter to the receiver node.

Now if (in dB)
E toR X + E toT X < ET X min ¡ M ¢ (3.15)

where M ¢ is the sameas in (3.14) the node understands that it lies on a lower energy

path between the transmitter and the receiver nodes. It then sendsout a gratuitous
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route reply to the sourceof the data-packet informing it about the lower energy route

(DSR). This mechanism enables the nodes to keep track of the optimum minimum

energy route over time.

M ¢ in (3.14) and (3.15), and M A in (3.13) compensatefor channel °uctuations.

If M ¢ is greater than M A , the actual route errors are more likely sinceM A is the

margin for °uctuations and routes will not changeunlessthe power variesby more than

M ¢ ¸ M A . Thus, M ¢ · M A is necessaryfor robust routing. Choosing M ¢ and M A

are outside the scope of this thesis and were set conservatively in Chapter 4.

3.4.5 Bi-directional links and minim um transmit power computation

The previous section assumesthat the links betweenthe nodesare bi-directional

and symmetric: the Pr and the maximum transmit power for each transmission is the

samein both directions. This assumptionmay not always be true i.e. Pr and maximum

transmit power may not be the samefor all the nodes. Hence,for a link betweennodesa

and b, Pt for the link a-b may not be equal to Pt for the link b-a. In casea node c wishes

to estimate the Pt value using (3.13) for c-b when it snoops on packets transmitted by

b to a, it cannot do so without knowing the Pr value of node b. Similarly a node with

lower maximum transmit power may not be able to form the samelinks asother nodes.

To overcomethis, the Pr and maximum transmit power valuesof the nodesneedto be

advertised. Thus node c now can usenode b's Pr and maximum transmit power value to

calculate Pt for the link c-b using (3.13). For 802.11bbi-directional links with transmit

power control, the RTS CTS signalling in the four frame exchange may not work as

speci¯ed. In our implementation, we assumethat Pr and the maximum transmit power

value are the samefor all nodes. In Chapter 4, we will present an extension that will

allow Pr to be advertised.

This sectionelaborated the mechanismsrequired to modify an existing on demand

protocol to make it energyaware. We alsonoticed that the samefeaturescould be used
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to make both DSR and AODV energy aware. The next section discussesthe protocol

we choseto implement the energyaware features discussedin this chapter.

3.5 Choice of Proto col

Current ad hoc routing protocols do not exploit the factors discussedabove to

conserveenergy. The metric that is usedis minimum hop in caseof the routing protocols

discussedin Chapter 2. Our aim is to develop an energy aware protocol that is an

extension of an existing on-demand routing protocol. The work in [12] shows that

on-demand routing protocols are more e±cient in energy consumption as compared

to table-basedrouting protocols. We select Dynamic SourceRouting (DSR) protocol

over the AODV protocol for developing the energy aware on-demandrouting protocol.

The DSR protocol usessourcerouting and route caches. This serves as an advantage

over AODV sincemultiple routes are available to a given destination. Combining source

routing with promiscouslistening, DSR hasaccessto a greater amount of information as

comparedto AODV that hasoneentry per destination stored in its route table and does

not allow promiscouslistening. SinceDSR doesnot have any periodic advertisements,

it saves bandwidth and reducespower consumption. AODV requires symmetric links

between nodes. DSR on the other hand, utilizes assymmetric links when symmetric

links are unavailable. All these reasonsprompted us to select the DSR protocol to

incorporate energyaware features to develop an energyaware ad hoc routing protocol.

The chapter discussedthe design issuesconcerningthe energy aware on demand

ad hoc routing protocol. In the subsequent chapter we discussthe designand implemen-

tation of the DSR protocol and its energyaware version that we denoteas EADSR.



Chapter 4

Metho dology

In this chapter, we discussthe design and implementation of the DSR and En-

ergy Aware DSR (EADSR) router. We begin by discussingthe operating system used

followed by the Click Modular Router infrastructure usedfor building the routers.

4.1 Choice of Op erating System

Among all operating systemsavailable, we selectedLinux as the operating sys-

tem for protocol development. The Linux operating systemallows applications running

in user-spaceto tap o® packets from the network stack using modules like EtherTap,

processthesepackets and re-insert the packets back into the stack after modifying their

contents. This allows for a layer of kernel independencein the protocol implementation

which is much desired. Moreover, Linux being open source allows for easy modi¯ca-

tion of the sourcecode to meet the application speci¯c requirements. We discussthe

modi¯cations carried out to the Linux kernel in Appendix B.

4.2 Clic k Mo dular Router

In this section, we discussthe basics,architecture, and the elements of the Click

Modular infrastructure.
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4.2.1 Basics of Clic k Mo dular Router

The Click modular router [32] is chosenasthe routing infrastructure to implement

both the DSR and EADSR router. The router can be con¯gured to run at user level

using a driver program or in the Linux kernel as a kernel module. When run in the

user level, it requires a kernel tap that captures packets that are destined to or from

the kernel. This allows the packets to be manipulated in the user-spaceand also allows

for the re-insertion of the packets into the kernel stack. When run as a kernel module,

it can steal packets from the network devices before Linux gets a chance to handle

them; it sendspackets directly to the devicesand alsosendpackets to Linux for normal

processing.

Click provides an interconnected collection of modules called elements. Every

element controls a speci¯c aspect of the router. They handle the functions of commu-

nicating with the network devices,packet modi¯cations and packet scheduling. These

elements are inter-connected to create the router con¯guration ¯le. The Click pro-

gram reads the con¯guration ¯le, and sets up the router accordingly. One instance

of a successfulimplementation of an ad hoc routing protocol on Click is the AODV

implementation done by Tornquist et. al. [55].

4.2.2 Arc hitecture

The Click architecture is centered on the element. Each element is a software

component representing a unit of router processing.The element is the most important

user-visible abstraction in Click. Every property of a router con¯guration is speci¯ed

either through the choice of elements or through their arrangement. Device handling,

routing table lookups,queueing,counting, and soforth are all implemented by elements.

Inside a running router, each element is a C++ object that may maintain private state.

Elements have important properties: element class,ports, con¯guration strings, method
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interfaces,and handlers.

Elemen t class: An element's classspeci¯es that element's data layout and be-

havior.

Ports : Each element can have any number of input and output ports. Every connection

links an output port on one element to an input port on another. The number of ports

provided by an element may be ¯xed, or it may depend on the element's con¯guration

string or how many ports were usedby the con¯guration. Every port that is provided

must be usedby at least one connection, or the con¯guration is in error. Ports may be

push, pull, or agnostic.

Con¯guration string : The optional con¯guration string contains additional argu-

ments passedto the element at router initialization time. Lexically, a con¯guration

string is a list of arguments separatedby commas.

Metho d In terfaces : Each element exports methods that other elements may access.

This set of methods is grouped into method interfaces.

Handlers : Handlers are methods that are exported to the user, rather than to other

elements in the router con¯guration.

At run time, elements passpackets to one another over links called connections.

A connection passesfrom an output port on one element to an input port on another.

Connectionsare the main mechanism used for linking elements together; each connec-

tion represents a possiblepath for packet transfer betweenelements. Each connection

represents a possiblepath for packet transfer. Click router con¯gurations are directed

graphs of elements with connectionsas the edges.

In the subsequent sections,we describe the usethe Click Modular Router infras-

tructure to build the DSR and the EADSR router.
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4.3 Design and Implemen tation of DSR Router in Clic k

This sectionenumeratesthe structure of the packetsusedin the DSR protocol and

the Click implementation of the DSR Router. The individual header format conforms

to the IETF draft [27].

4.3.1 Packet Structure for the Clic k DSR Router

A Click packet consistsof a small packet headerand the actual packet data; the

packet headerpoints to the data. Headerscontain a number of annotations in addition

to a pointer to the packet data. For detailed description of the headerspleaserefer to

Appendix A.

The following typesof DSR packets are de¯ned:

² Data packet: The data packet consists of an IP header followed by the DSR

headers. The DSR ¯xed headerstores the length of all the DSR headers. The

DSR source route header is followed by the entire source route of the packet

that essentially is a list of addressesof the intermediate nodes. The DSR ACK

request header requeststhe next hop to send back an ACK packet that is re-

quired for link maintenance. The data portion of the packet follows the ACK

request header.

² Route Request packet: The Route Request packet consists of an IP header

followed by the DSR ¯xed header. The DSR Route Requestheaderand the list

of addressesof the intermediate nodes that have forwarded the route request

follow the DSR ¯xed header.

² Route Reply packet: The route reply packet consistsof the IP header followed

by the ¯xed DSR header. The route reply headerfollows the ¯xed DSR header.

This is followed by the reply route, which is a list of addressesfrom the source
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Figure 4.1: Packet formats in the Click DSR implementation

to the destination. The sourceroute header for the route reply packet is then

included along with the node addresses.

² ACK packet: The DSR ACK packet consistsof the IP header followed by the

DSR ¯xed header and the DSR ACK header. The DSR ACK packet is an

optional packet but necessaryin our energy aware implementation in order to

bring about network level route maintenance.

² Route Error packet: The Route Error packet consistsof the IP header, ¯xed

DSR header, Route Error header and ¯nally the Unreachable Node Address,

which is the addressof the node at the end of the broken link. The source

headerand the sourceroute for this route error packet then follow.
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This section described the packet structure used for the DSR router. In the

subsequent section, we discussthe elements that built up the DSR router.

4.3.2 Clic k elemen ts for DSR Router

This subsectiondiscussesthe designof the Click DSR Router elements. The DSR

speci¯c elements are:

² RouteTable with SendBu®er: The RouteTable element is responsible for the

basic routing that takes place in the DSR protocol. This element includes the

cache for saving the routes obtained by a node during route discovery. A link

cache is used to cache these routes. An entry in the link cache is of the form

(Node From, Node To, Cost) where Node From is the sourceof the link and

Node To is the destination of the link. Cost of the link is the hop count, which

in this caseis one. When a route is looked up in the cache, the minimum cost

route is selectedusing Dijkstra's algorithm.

A packet with an unknown destination route is saved in a FIFO bu®er called

SendBu®er. This bu®er has a time stamp associated with every packet. The

bu®er is probed every secondand route requests are initiated for packets in

the bu®er whose destination routes have not yet been found but whose time

out values have not expired. The packets residing in the bu®er with expired

time out valuesare discarded. The element alsohandlesincoming data packets,

route repliesand route errors that needto be forwarded to the ¯nal destination.

In casethe link to the next hop for a packet becomesunavailable, the element

removesthat particular link from the cache and is responsible for sendingroute

error packets to the source node. Route Error packets from other nodes are

processedand the broken link is removed from the link cache. The element is

also responsible for sendingout ACK packets to the sourceof the ACK request.



45

 

FromDevice 
(eth0) 

 Classifier 0 

Broadcast Unicast 

 
 

Route Table with 
Send Buffer 

Classifier 1 

Other Pkt Route Req 

2 3 1 0 

0 1 2 3 

Discard 

 
HostEtherFilter 

0 1 

Classifier 3 
ACK Pkt Other 

 
Classifier 2 

Route Reply Other 

 
Classifier 4 

DSR Packet Other 

Discard 

 
Request Table 

1 2 

0 

0 

1 

 
ACK Table 
0 1 

1 0 

 
ARP Table 

Queue 

To 
Kernel 

B C 
E 

E 

C 

A 

A

D

D

A

B 

From 
Kernel 

Discard 

ToDevice (eth0) 

Figure 4.2: The Click DSR router

² ACKTable: This element is responsible for link maintenance. ACK Request

entries are stored in the ACKTable along with the cloneof the data packet that

is sent out. If the ACK packet is not received within a certain timeout period,

the link is declared invalid and the packet is forwarded to a particular output

of the router. This output is connectedto an input of the RouteTable element

and the link is removed from the cache. If the ACK packet is received within

that timeout period, that ACK entry is removed from the ACKTable.

² RequestTable: The RequestTable element is responsible for sending out route

request packets to ¯nd the route to a particular destination. It also forwards

route requestsfrom other sourcenodes after adding itself in the route request

header. A back o®algorithm is employedto control the number of route requests

that are sent out for a particular sourcedestination pair. After a route reply
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is obtained, the request table removes that particular request entry from the

table.

² ARPTable: This element is responsible for looking up the MAC Address for

a given IP Address. This is carried out by looking up a mapping table that

contains these entries. On a successfullookup, the element adds an ethernet

header to the incoming packet and forwards it on to an output port.

The elements are connectedtogether in a con¯guration ¯le asshown in Fig 4.2 to

make up the DSR router. This router con¯guration runs on all the nodes to form the

DSR ad hoc network.

In the next section,we discussthe featuresthat have to be incorporated to modify

the above discussedDSR router to derive the energyaware extension.

4.4 Required features for EADSR

To derive the EADSR router from the DSR router implementation we need to

incorporate the following features

(1) Received Signal Strength (RSSI) extraction

(2) Dynamic Transmit Power control

(3) PromiscousMode Operation

4.4.1 Receiv ed Signal Strength (RSSI) extraction

To compute the minimum transmit power value for a link, the mechanism sug-

gested in Section 3.4.2 needsthe value of PRX which is the received signal strength

of the packet. The iwspy tool [6] can be used to obtain this received signal strength.

Iwspy is usedto set a list of addressesin a wirelessnetwork interface and to read back
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quality of link information for each of thoseaddresses.This tool makesioctl calls to the

wirelessnetwork interface to obtain the value of the RSSI. The usagefor this tool is

iwspy interface

iwspy interface [+] IPADDR| HWADDR[...]

iwspy interface off

whereIPADDR is the IP Addressof the interfacewhoselink quality hasto bemeasured.

Instead of the IP AddressHWADDR could alsobe used. When the IP Addressis used,

the iwspy tool translates this address through ARP to the corresponding hardware

address. The HWADDR is the MAC addressand should contain the \:" for it to be

recognisedas a hardware address. The \+" is used to add a new set of addressesat

the end of the current list instead of replacing it. The Iwspy tool allows a list of eight

Ethernet/IP addressesto be created. It can record signal strength statistics for these

eight addresses.

The output obtained by the iwspy tool typically looks like:

08:00:0E:21:D7:4E:Quality 15;Signal -65 dBm;

Noise 0(updated)

08:00:0E:21:3A:1F:Quality 0;Signal -65 dBm;

Noise 0

The (updated) °ag indicates that the statistics have beenupdated for the latest

packet that has beenreceived from the speci¯ed address. The received signal strength

of a packet transmitted by a speci¯c sendercan be easily extracted from the 'Signal'

information obtained using the iwspy tool. The value of the RSSI1 is returned in dBm

for the Cisco Aironet 350 serieswirelessethernet cards.
1 When we started out with this project, the value that this tool returned wasin terms of a percentage

value. To convert this percentage value obtained to dBm, we used an empirical formula
RSSI (dBm) = RSSI (percentage)=2 ¡ 95.
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4.4.2 Dynamic Transmit Power control

The minimum energy routing protocol employs dynamic transmit power control

to send the packets out at the minimum transmit power required for successfultrans-

mission. Hence it is imperative to choosea wirelessethernet card that supports this

feature. Among all the cards available that support this feature, the Cisco Aironet 350

seriescard [3] was chosenas it o®ers6 levels of transmit power control. The available

power levels are 100 mW (20 dBm), 50 mW (17 dBm), 30 mW (15 dBm), 20 mW (13

dBm), 5 mW (7 dBm) and 1 mW (0 dBm).

Before the packets are transmitted, the minimum energyrouting protocol should

be able to set the transmit power of the card to the minimum transmit power value

at which the packet is supposedto be sent. The iwcon¯g tool [6] in Linux allows for

setting the transmit power value of the wirelessEthernet card dynamically (for cards

that support this feature).

The command

iwconfig ethX txpower N

sets the transmit power of the card on the interface ethX to N dBm. This is done by

an ioctl call to the card's driver with the appropriate parameters.

The cards run on the Aironet driver that is bundled with the PCMCIA Card

servicespackageavailable from http://sourceforge.net/pro jects/airo-lin ux/ . The driver

code wasmodi¯ed sothat it supported the dynamic setting of the transmit power. This

modi¯cation is explained in detail in Appendix B.

4.4.3 Promiscous Mo de Op eration

The promiscousmode operation is essential for the energy aware route mainte-

nanceand route discovery. This feature is not available with the current Cisco Aironet

driver and ¯rm ware. We emulated a promiscousmode operation by encapsulating all
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packets with a broadcast header. Now, due to the broadcast nature of the packets, the

nodesin the network receive each packet in range that was transmitted on the medium.

This the nodes operate in an emulated promiscousmode at the cost of 14 additional

bytes in the header.

In the next section, we incorporate the above mentioned features and designthe

EADSR router.

4.5 Design and Implemen tation of EADSR Router in Clic k

In this sectionwe enumerate the changesto be madeto the DSR router discussed

in Section 4.3 section to make the protocol energyaware.

The energy aware link metric computation for EADSR is based on the energy

model equation discussedin Section 3.1. We employ dynamic transmit power control

for transmission of the data packets in EADSR; hencethe computation of the link cost

requiresthe minimum transmit power for the link, Pt , the background energy, E back, the

sizeof the packet, D , and the transmission rate, R. This cost denotedasC is computed

as

C = Pt D + EbackR (4.1)

The term EbackR can be assumedto have a constant value as all nodes work at

the sametransmission rate and similar ethernet hardware. Henceto compute the cost

of a route which is the sum of link costs, the only value that needsto be advertised is

Pt for each link. Thesevaluesfor each link in the route are stored in a link cache data

structure. Then given D, the link cost can be computed for every link in the link cache

and the minimum energyroute is computed using Dijkstra's algorithm. The advertising

is achieved by adding a power headerto the original DSR packet structure. The header
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Figure 4.3: Packet formats for Energy Aware DSR implementation: Added ¯elds are
highlighted

is a list of minimum transmit power values for each link. In the following subsection

we detail the changesin the packet structure of DSR to incorporate the addition of the

power header.

4.5.1 Changes to the Packet Structure

The packet formats are shown in Fig.4.3. The packets are similar to the DSR

formats with the following changes:

² Data packet: The data packets are forwarded to the next hop at transmit power
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given by the DSR SourcePower values.

² Route requestpacket: The power valuesareaddedto the original Route Request

packet. From Power1 refers to the power required to get to Addr1 from the

previous hop. The route request packets are transmitted at full power i.e.

20dBm for the Cisco Aironet 350 Cards.

² Route Reply packet: The reply path powers and the source path powers are

included in the new route reply packet format. The route replies are forwarded

to the next hop as per the sourceroute at transmit powers given by the DSR

SourcePower values.
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Packet Type Length DSR (bytes) Length EADSR(bytes)

Route Request 12 + n*4 12 + n*4 + n* 4
Route Reply 8 + 4*(n+2) + 4 + 4*n 8 + 4*(n+2) + 4*(n+2)+ 4 + 4*n + 4*(n+1)

Data 8+4*n+4+data size 8+4*n+4*(n+1)+4+data size
Route Error 24 + 4*n 24 + 4*n + 4*(n+1)

ACK 16 16

Table 4.1: Comparison of DSR and EADSR Packet Structures

² ACK packet: ACKs are currently sent out at full power i.e. 20dBm for Cisco

Aironet 350 Cards.

² Route Error packet: No change.

A comparison between the packet structures used in DSR and EADSR is enu-

merated in the above described table.

More details about the packet structures are described in Appendix A.

4.5.2 Changes in the existing elemen ts

The following changesare carried out to the existing elements that were used in

the Click DSR router to incorporate the energyaware features.

² RouteTable with SendBu®er

The RouteTableelement chosesroutes in the EADSR protocol. It includesa link

cache for saving the routes obtained during route discovery. The RouteTable

¯nds the received signal strength through ioctl calls to the card driver which

maintains a received signal strength table indexed by the MAC Address. The

minimum transmit power is found using (3.13).

This power value for every link is propagated by each node by adding a ¯eld

to the header with the value. This usesthe optional header feature of DSR.

The RouteTable adds theseheaderscalled power headers. It alsoextracts these

values from the headersand adds the information to the link cache. An extra
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input port that processessnooped packets and discovers new minimum energy

routes is added. When newroutesare found it sendsout a gratuitous route reply

to the sourceof the packet. This processalso involves constantly monitoring

the power cost of each link in the route. The DSR sourceheader is modi¯ed

to include an additional °ag that indicates a change in the power costs of the

links in the route. The °ag is set when the di®erencein the power values is

greater than M ¢ dB 2 . The destination node checks this °ag and sendsout a

gratuitous reply to the sourceinforming it about the new costsof the route.

An Energy Aw are linkcache is usedto store the minimum transmit powers of

the links in the route. The energy cost of the link is computed by a cost func-

tion which combines minimum transmit power for the link and the packet size

using (4.5). The minimum energy cost route is selectedby applying Dijkstra's

algorithm.

² RequestTable The RequestTable element is also modi¯ed to implement mini-

mum transmit power computation to calculate the minimum transmit power

value to the previous node. This value is then added to the power list in the

route request packet when it has to be rebroadcast. Thus the RequestTable

element now propagatesthe new energymetric through the network.

4.5.3 Addition of new elemen ts

Two additional elements wereaddedto the original implementation of Click DSR

Router. They were added to carry out transmit power control. Thesetwo elements use

the iwcon¯g call that is discussedin Section 4.4.2.

² Set Power: This element carries out the functionalit y of setting the transmit

power of the packet to the minimum transmit power value.
2 Setting these values is outside the scope of this paper. They were set conservativ ely for this paper

basedon initial experiments



54

² Max Power: This element carries out the functionalit y of setting the transmit

power to the maximum value, which is 20dBm for the CiscoAironet 350Cards.

Our experiencesusing the Click Modular Router are described in detailed manner

in Appendix A.



Chapter 5

Testing and Results

This chapter describesthe experimental setup used,tests carried out to highlight

the energyaware featuresof EADSR ascomparedto DSR, and tests performedto verify

the operation of the modi¯cations carried out to EADSR to incorporate packet size in

the computation of the routing metric.

5.1 Exp erimen tal Setup

This section describesthe experimental setup we usedto carry out the testing of

the EADSR protocol. The hardware test-bed setup described in [49] is as shown in

Fig. 5.1 and consistsof laptops equipped with CiscoAironet 350serieswirelessethernet

cards. Each node is comprised of a packet protocol development environment based

on Click [32] running Linux Red Hat 7.2. The detailed procedure to set up such a

node in the ad hoc network is described in Appendix B. Each node is equipped with

a wireless ethernet card; we used the Cisco LMC 352 cards. These cards provide an

option to connectan external antenna via the two outputs with MMCX connectors. An

external antenna with attenuation of 20 dB was added to each node. As seenin the

Fig. 5.1, theseantennas were arranged on the tables having a total area of 16 feet that

comprisedthe test-bed. To make an antenna, the BNC cable is simply brought in from

below the table. The BNC is coverted to a female SMA using an adaptor. The SMA

connector is then screwed to the table asshown in Fig. 5.2. This reducedthe rangeto a
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Figure 5.1: Emulated Wireless Ad hoc Network Test-bed

controlled environment within a room and ensureduniformit y in the test procedure. To

vary the path lossbetweenthe antennas the distance betweenthem was changed. This

wasequivalent to moving the nodes. The data rate wasmaintained at 11 Mbps and the

antenna diversity of the Cisco 350 serieswirelessethernet cards was set to left. This

was essential to ensurethat the packets were received and transmitted using the same

antenna and there was no other communication path present. Tra±c was generatedat

the sourcenode using ping packets. The 802.11bRTS/CTS signaling wasdisabled. The

ACK packets were transmitted at full power. The value of the margins M A and The

attenuators added shrunk the range of a node to 1.5 meters. M ¢ discussedin Chapter

4 were set to 6 dB and 4 dB respectively.1 For each experiment, ping packets were

initiated from the sourcenode to the destination node. The data for the results is based

on 10 runs of an experiment. In each run, the nodes are reset, 110 packets are sent,

and the data recordedon the routes of the last 10 packets. The median valuesfor these

100 packets is plotted with error bars. The packets sent and received were stored in
1 Setting these values is outside the scope of this thesis. They were set conservativ ely for this thesis

basedon initial experiments
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Figure 5.2: Antenna usedfor each node of the hardware test-bed

a text ¯le called \log.txt", this ¯le was parsed using awk scripts to ¯lter out the ¯nal

ten packets, and the Received Signal Strength (RSSI) valuesof these ten packets were

usedto generatethe plots. The protocol requiresa measureof the RSSI for the received

packets. Due to the variabilit y in the wireless channel, the value of the RSSI varied

during the experiment and hencewe maintained a window of the previous ¯v e packets

received from each node. We selectedthe median value from the window as the value of

the RSSI for that packet. Two setsof tests were conducted (i) Comparison of EADSR

protocol and DSR protocol, and (ii) Addition of packet size into the routing metric.

5.2 Comparison of EADSR proto col with transmit power control

and DSR

In this section,we discussthe four experiments conductedto demonstratea com-

parison of the protocols and highlight the energy e±cient features of the EADSR pro-

tocol. Thesefeatures include

² Energy basedlink cost with transmit power control,

² Energy basedroute selection,
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Figure 5.3: Link Power Adjustment:Power chosenby EADSR and DSR to transmit vs
distance. Error bars (dBm)

² Energy basedroute discovery, and

² Energy basedroute maintenance.

This versionof the EADSR protocol hastransmit power control as its metric. For

each experiment, we describe the objective, test procedure,and experimental results.

5.2.1 Link Power Adjustmen t

² Objective

To demonstrate the abilit y of EADSR to determine and adjust the link power

due to varying path loss(i.e. distance).

² Test procedure

We placed both the source and destination node along a straight line. We
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varied the distance d between them by moving the antennas along the line.

The sourcenode initiated ping packets and we observed the minimum transmit

power control feature of the EADSR protocol.

² Result

EADSR estimates the minimum transmit power required for that particular

distance and usesthe power value to transmit the packets to the destination.

As shown in Fig. 5.3, the value of the transmit power increasesas the distance

d betweenthe nodes increases.

When the distanced is 25 cms,EADSR estimatesthe minimum transmit power

required for the sourcenode to communicate successfullywith the destination

to be 4 dBm and achieves successfulcommunication between the source and

destination node. As the distance between the nodes is increased,EADSR re-

alizes that the nodes can no longer communicate at a low power value and it

estimatesthe value of the minimum transmit power required for successfulcom-

munication. It does this for every value of d. As seenin the Fig. 5.3, the DSR

protocol always transmits at 20 dBm for all distancesthus expending more en-

ergy comparedto the EADSR protocol.

5.2.2 Minim um Power Route Choice

² Objective

To demonstratethat EADSR selectsthe minimum power route amongthe avail-

able routes.

² Test procedure

In this experiment, we usedsourcenode a, intermediate node b, and destination

node c. Thesenodeswere placed along a straight line. The position of node b
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Figure 5.4: Minim um Power Route Choice: Comparison of the routes selectedby DSR
and EADSR vs distance. Error bars (dBm)

was¯xed and wasplacedequi-distant from the sourceand destination node. We

varied the positions of nodes a and c along this line such that they were each

equi-distant d from the intermediate node b. At each position, ping packets

were initiated from the sourcenode to the destination node. We observed the

behavior of the DSR and EADSR protocol.

² Result

We observed that both protocols discover the routes a-c and a-b-c. DSR uses

the minimum hop route a-c to route the packets and transmits them at 20 dBm.

EADSR discovers that the route a-b-c is the minimum power path and usesthis

route to transmit packets. As seenin Fig. 5.4, as d increasesthe total transmit

power used by EADSR to route packets increases. When d equals 50 cms,

EADSR usesa total transmit power of around 11 dBm to transmit packets
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Figure 5.5: Route Power MaintenanceExperimental Setup

from the sourcenode a to destination node c via intermediate node b. However,

the DSR protocol uses20 dBm to carry out the sametask using the direct hop

route a-c. Similarly for the other two valuesof the distances,EADSR consumes

lesstransmit power comparedto DSR.

5.2.3 Route Power Main tenance

² Objective

To demonstrate the abilit y of EADSR to discover newly formed lower power

routes and maintain them.

² Test procedure

In this experiment, we usedsourcenode a, intermediate node b, and destination

node c. The distance between the nodes a and c were ¯xed during the course

of the experiment and the nodeswere placedalong a straight line. As shown in

Fig. 5.5, the intermediate node b was placed along a line perpendicular to the

line joining nodes a and c. Initially the router on node b was turned o® and



62

6

8

10

12

14

16

18

20

X1 X2 X3 X4 X5

T
ot

al
 P

ow
er

 (
dB

m
)

Timeline (Events)

DSR
EADSR
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hence was out of transmission range from nodes a and c. Ping packets were

initiated from node a to node c. Node b was turned on and was moved from

positions X1 to X5 asshown in the ¯gure. The experiment wascarried out using

ping packets and we observed the behavior of the protocol at each position.

² Result

Weobserved that the DSR protocol usedthe direct route a-c to transmit packets

at full power of 20 dBm from sourceto destination throughout the experiment.

Initially when node b is not within transmission range, EADSR uses the

direct route a-c at 20 dBm transmit power. When node b is placed at location

X1 and is turned on, it snoops on the Data/A CK packets that are exchanged

by nodesa and c.
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Using the energy aware route maintenance feature, it discovers that it lies on

a lower power route a-b-c and sendsa gratuitous reply to node a informing it

about this route. Node a now usesthis route to transmit packets at total trans-

mit power of around 17 dBm to the destination. Fig. 5.6 shows the value of

the total transmit power at di®erent positions of the intermediate node b. The

value of the total transmit power at positions X4 and X5 are identical to those

at positions X2 and X1 respectively. At each position DSR always transmits

using the direct route a-c at 20 dBm.

5.2.4 Minim um Power Route Disco very

² Objective

To demonstrate the abilit y of EADSR to discover the low power routes not

found through the inital route discovery.

² Test procedure

We used sourcenode a, destination node d, and intermediate nodes b,c. The

nodeswere placed along a straight line at intervals of 31 cms from each other.

Node a could communicate to node d directly and also via intermediate nodes

b or c. Ping packets were initiated from sourcenode a to destination node d.

² Result

As shown in Fig. 5.7, we observed that the DSR protocol discovers routes a-b-d

and a-c-d and usesthe route a-b-d to transmit packets at a total transmit power

of 200 mW.

EADSR alsodiscoversroutesa-b-d and a-c-dwith total transmit powers200mW

and 120 mW respectively. It selects the lower power route a-c-d. Node a

transmits data packets using this route. Node b in the processof energyaware
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Figure 5.7: Route Discovery in DSR: Timeline of the sequenceof events by DSR to
select the minimum hop route

route maintenancesnoops on the Data/A CK packet exchangebetweennodesa

and c. It ¯nds that it lies on a lower power route a-b-c-d with a total transmit

power of 30 mW and sendsa gratuitous reply to node a. Node a caches this

reply and usesthis route to transmit packets to node d. EADSR discovers the

lowest power route to the destination in addition to the other routes. Fig. 5.8

demonstrates the timeline of packet exchange in this minimum power route

discovery procedure.

The tests described above used minimum transmit power as the energy aware

routing metric. These tests demonstrated (i) the abilit y of the protocol to carry out

link power adjustment as the distance between the nodesvaried, (ii) the abilit y of the

protocol to select the minimum energy route among the available routes thus conserv-

ing power, (iii) the abilit y to maintain existing minimum energy routes and discover

newly formed low energy routes to ensureoptimal minimum energy routing, and (iv)

to discover the minimum energy routes in the existing network topology. These tests

demonstrated the abilit y of EADSR protocol with the minimum packet energy metric
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    Rqb             DC            DC         DB   

     ( A- C- D)   ( A- C- D)      ( A- B- C- D)   
   ( 100)         ( 100- 20)        ( 100- 5)          ( 5- 5- 20)  
 
A- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                             t
  
        Rqb         RRA                       GRA       AA        DC 

       ( A- B- D)                ( A- B- C- D)             ( A- B- C- D)
       ( 100)        ( 100- 100)            ( 5- 5- 20)     ( 100)     ( 5- 5- 20)  
 
B- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                           t  
 
       Rqb    RRA        AA     DD        AA          DD      AB        DD 

       ( A- C- D)             ( A- C- D)        ( A- C- D)            ( A- B- C- D)
          ( 100)       ( 100- 20)    ( 100)    ( 100- 20)   ( 100)       ( 100- 5)   ( 100)     ( 5- 5- 20)
 

C- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - > 
                                  t
    
       RRA     RRA     AC         AC     AC 

    ( A- B- D)    ( A- C- D)        
     ( 100- 100)  ( 100- 20)                ( 100)                  ( 100)          ( 100)  
D- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                                  t
  
  Legend:      Packet  t ypes:  
           

Rqb = Rout e Request  br oadcast  
    DC   = Packet  t ype         RRX = Rout e Repl y t o node X        
 ( A- C- D)  = Sour ce r out e    DX  = Dat a packet  sent  on next  hop t o node X
      
( 100- 20)  = Per  hop power  cost  i n mW  AX  = Rout e l evel  Ack packet  sent  t o node X
       GRX = Gr at  r epl y sent  t o node X 
 
       
                 

 

Figure 5.8: Minim um Power Route Discovery in EADSR: Timeline of the sequenceof
events by EADSR to select the minimum power route

Table 5.1: Power Budget of DSR vs EADSR

Packet Type 
 
              Protocol 
              Type 

DSR 
(Number of packets 
*  Power transmitted 
at (mW)) 

EADSR 
(Number of packets *  
Power transmitted at 
(mW)) 

Route Request  3 *  100  3 *  100 
Route Reply 2*  (100+100) 1*(100+20) + 1*(100+100) 
Gratuitous Reply 0 1*  5 
Data Packet 1 1*(100+100) 1*(120) 
ACK packet 100+100 100+100+100 
Total Power  
First packet (mW) 

1100 1045 

Power per  
Subsequent packet 
(mW) 

4*100 = 400 (3*100 + (20+5+5)) =330 
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to bring about signi¯cant energysavings as comparedto the DSR protocol.

The experiments described in Section5.2.4demonstratesthat EADSR usesroutes

that consumeas much as 6{10 times lower power than the route used by DSR. This

occurs at the cost of additional control packets. Table 5.1 shows the power budget for

the transmission of a single data packet for the experiment with the greatest overhead,

Test 4. To compare the power expended by each protocol, we assumeequal packet

lengths (the control packets are smaller than the data packets). As seenfrom the table,

despite the additional route discovery overhead, EADSR still consumeslower power

than DSR starting with the ¯rst packet. Subsequent data packets transmitted using

EADSR will result in further power savings as shown in Table 5.1.

The ACK packets weretransmitted at full power to ensurerobust behavior of the

protocol. However, if they are transmitted by adding a margin M A CK that equals9

dB2 , the power per subsequent packet as shown in Table 5.1 will e®ectively reduce to

100 mW which is four times lower power than DSR. Thesepower savings are achieved

at the routing layer. To compute energy savings in transmission, we need to consider

actual packet lengths for which thesepower savings obtained in EADSR will translate

to transmission energysavings.

5.3 EADSR Proto col with packet energy metric

The energycost of a link is modeled in a more realistic manner in Chapter 3 and

hencewe intro duced a new energy aware routing metric that was basedon the model.

The tests carried out in this section demonstrate the behavior of the EADSR protocol

to route packets basedon the energy cost of the link. This cost dependson the packet

size, minimum transmit power of the link, and the background energy associated with

that link. For small packets, this energy cost is dominated by the background energy

of the link whereastransmission energydominates for large packets. Henceto conserve
2 Setting this value is outside the scope of this thesis. This is basedon a conservativ e assumption.
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energywhile routing packets, it follows that smaller packets should be routed using the

minimum hop route and large packets should be routed using the multi-hop path. To

enablethis, we chosethe value of the background energyoverheadconservatively to be

13 ¹ J. The computation of this value is explained in Appendix B. This choice can be

justi¯ed keeping in mind the advancesin low power digital signal processingdesign [1]

for the 802.11bwirelessethernet cards.

We carried out the following four tests to demonstrate the packet-energy link

metric.

5.3.1 Minim um Cost Route Choice

² Objective

To demonstrate the abilit y of EADSR to selectthe minimum cost route among

the available routes.

² Test procedure

In this experiment, similar to Section5.2.2,we usedsourcenode a, intermediate

node b, and destination node c. Thesenodeswere placed along a straight line.

The position of node b was ¯xed and was placed an equi-distance,d, from the

sourceand destination node. We varied the positions of nodesa and c along this

line such that they were equi-distant from the intermediate node b all through

the experiment. At each position, ping packets of sizes64, 512, and 1400bytes

were initiated.

Routers on nodes a, b, and c were simultaneously started. We observed the

behavior of EADSR to selectdi®erent routes depending on the distancebetween

a and c, and the packet size.

² Result

Fig. 5.9 depicts the minimum transmit power required for a particular route,
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Figure 5.9: Three Node Route Choice: Comparisonof energycost basedon packet size.
Error bars (¹ J)

and total energy per packet involved to route a packet from sourcenode a to

destination node c for varying packet sizes.

EADSR uses the multi-hop route a-b-c to route As observed from Fig. 5.9,

EADSR selectsroutesdependingon distancebetweenthe sourceand destination

node and packet size.

When the distance between the source and destination is 50 cms, packets of

length 1400and 512bytes. EADSR computesthat the energyrequired to route

packets is 30 ¹ J and 20 ¹ J respectively. EADSR computes that the multi-hop

route is cheaper as compared to the direct route a-b with a cost of 117 ¹ J.

However, it uses the direct route a-c when the packet size is reduced to 64

bytes.

When the distance betweennode a and c is increasedto 100cms, EADSR once

again usesthe multi-hop route a-b-c to route packets of length 1400bytes with

total cost of 50 ¹ J and 30 ¹ J respectively. EADSR realizesthat the multi-hop
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routes are cheaper than the direct hop route. However, the 64 byte packets are

always routed using the direct route a-c.

Although EADSR doeshave the option of routing larger packets via the route

a-b, it choosesthe multi-hop route a-b-c sincethe cost asseenfrom the Fig. 5.9

for routing larger packets over large distance using the multi-hop route is less

than the cost to route packets using the minimum hop route. However, for

smaller packets, the multi-hop route cost provesto be more expensive than the

minimum hop route; hencesmall packets are routed using minimum hop routes.

5.3.2 Route Power Main tenance

² Objective

To demonstratethe abilit y of EADSR to discover newly formed lower cost routes

and maintain them.

² Test procedure

In this experiment, similar to Section5.2.3,we usedsourcenode a, intermediate

node b, and destination node c. The distancebetweennodesa and c were ¯xed

during the courseof the experiment and the nodeswere placedalong a straight

line. As shown in Fig. 5.5, the intermediate node b was placed along a line

perpendicular to the line joining nodesa and c. Initially the router on node b

was turned o® and hencewas out of transmission range from nodes a and c.

Ping packets were initiated from node a to node c. Node b was turned on and

was moved along the positions X1, X2, X3, X4, and X5 as shown in Fig. 5.5.

The experiment was carried out for packets of length 64 and 1400bytes and we

observed the behavior of the protocol at each position of the intermediate node

b.
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Figure 5.10: Route Cost Maintenance: Energy savings obtained by EADSR basedon
the position of the intermediate node. Error bars (¹ )

² Result

When node b is turned o®, EADSR uses the direct route a-c to route both

the 64 and 1024 byte packets. When node b is turned on, it snoops on the

Data/A CK packets that are exchangedby nodes a and c. Using energy aware

route maintenance, node b computes the cost of routing the packets through

itself.

At position X1, for the 1400byte packets, node b realizesthat the total energy

required to route the packets to node c through itself is 82 ¹ J as compared to

117 ¹ J to route the packets via the direct route a-c. Node b sendsa gratuitous

reply to node a informing it about this lower cost route. The packet to node c

are now routed using the route a-b-c.

When node be is moved to position X2, it computes that the cost to route the

packets through itself to reach destination node c is 64 ¹ J for the 1400 byte

packets. Hence,it carries out the task of informing node a to route the packets
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through it.

However, for 64 byte packets, the cost to route packets directly using the route

a -c is 117 ¹ J as compared to 230 ¹ J using a-b-c. Node b realizes that it is

expensive to route packets through itself. The packets are thus routed using

the direct route a-c.

At position X3, for 1024byte packets, the cost of the route a-b-c reducesto 36

¹ J as comparedto the direct route a-c which remains constant at 117 ¹ J. The

packets are thus routed using the route a-b-c.

At positions X4 and X5, the cost of the route a-b-c are 57 ¹ J and 104 ¹ J

respectively and it is still cheaper to usethe multi-hop route a-b-c rather than

the direct route a-b for 1400byte packets.

At each position, 64 byte packets are always routed using the direct route a-c.

5.3.3 Minim um Cost Route Disco very

² Objective

To demonstrate the abilit y of EADSR to discover the low cost routes not found

through the initial route discovery.

² Test Procedure

As in Section5.3.3,we usedsourcenode a, destination node d, and intermediate

nodes b,c. The nodes were placed along a straight line at intervals of 31 cms

from each other.

Node a could communicate to node d directly or via intermediate nodesb or c.

Ping packets of length 64 and 1024bytes were transmitted from sourcenode a

to destination node d.
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    Rqb            DD                

     ( A- D)     
   ( 100)         ( 100)          
         E( 15)   
A- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                             t
  
        Rqb         RRA                        

       ( A- B- D)                 
       ( 100)        ( 100- 100)             
                   E( 15- 6)  
B- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                           t  
 
       Rqb           RRA              

               ( A- C- D)                     
          ( 100)               ( 100- 20)      
       E( 15- 6)  

C- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - > 
                                  t
    
 RRA      RRA     RRA    AA          
     ( A- D)     ( A- B- D)      ( A- C- D)        
     ( 100)     ( 100- 20)     ( 100- 20)    ( 100)    
     E( 15)    E( 15- 6)    E( 15- 6)                       
D- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >
                                  t
  
  Legend:      Packet  t ypes:  
           

Rqb = Rout e Request  br oadcast  
    DC   = Packet  t ype         RRX = Rout e Repl y t o node X        
 ( A- C- D)  = Sour ce r out e    DX  = Dat a packet  sent  on next  hop t o node X    
( 100- 20)  = Per  hop power  cost  i n mW  AX  = Rout e l evel  Ack packet  sent  t o node X
E( 15- 6)  = Per  hop cost  i n mi cr o Joul es GRX = Gr at  r epl y sent  t o node X 
 
       
                 

 

Figure 5.11: Minim um Energy Route Discovery in EADSR (64 byte packets)

 
    Rqb             DC     DC    DB   

     ( A- C- D)  ( A- C- D)  ( A- B- C- D)   
   ( 100)         ( 30- 20)  ( 30- 20)      ( 6- 0- 6)  
           E( 31- 24)       E( 31- 24)    E( 13- 10- 13)  
 

A- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >      

                              t   
      Rqb                      GRA         AA      DC 

                ( A- B- C- D)             ( A- B- C- D)  
    ( 100)                 ( 6- 0- 6)        ( 100)   ( 6- 0- 6)  
                E( 13- 10- 13)       E( 13- 10- 13)  
 
B- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >      

                           t  
 
    Rqb         RRA     AA      DD            AB  DD   

           ( A- C- D)     ( A- C- D)               ( A- B- C- D)  
         ( 100)            ( 30- 20)     ( 100)    ( 30- 20)       ( 100)    ( 6- 0- 6)  
                     E( 31- 24)     E( 31- 24)                        E( 13- 10- 10)  
 
C- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - > 

                                  t  
    
     RRA     RRA                AC      AC  

   ( A- D)       ( A- C- D)        
    ( 100)       ( 30- 20)                  ( 100)       ( 100)   
          E( 31- 24)     
 
D- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - +- - - >      

                                  t  
  

  Legend:        Packet  t ypes:  
           

Rqb = Rout e Request  br oadcast  
 DC   = Packet  t ype         RRX = Rout e Repl y t o node X        
A- C- D)  = Sour ce r out e    DX  = Dat a packet  sent  on next  hop t o node X      
( 100- 20)  = Per  hop power  i n mW  AX  = Rout e l evel  Ack packet  sent  t o node X 
E( 31- 24)  = Per  hop ener gy i n � J     GRX = Gr at  r epl y sent  t o node X 
 

Figure 5.12: Minim um Power Route Discovery in EADSR: Abilit y of EADSR to discover
an additional route
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² Result

As seen from Fig. 5.11, the 64 byte packets are routed using the route a-d

that has a cost of 15 ¹ J. that is cheaper than the multi-hop route a-c-d that it

discovers having cost 21 ¹ J. Henceall the 64 byte packets are routed using the

route a-d.

For packets of length 1024bytes, the EADSR protocol initially selectsroute a-

c-d with cost 56 ¹ J which is a lower cost route comparedto the route a-d with

cost 83 ¹ J. Node b in the processof energy aware route maintenance snoops

on the Data/A CK packet exchangebetweennodesa and c. It ¯nds that it lies

on a lower cost route a-b-c-d with cost 36 ¹ J and sendsa gratuitous reply to

node a informing it about this lower cost route. Node a caches this reply and

usesthis route to transmit the subsequent data packets to destination node d.

Fig. 5.12 demonstratesthe time line of packet exchange in this minimum cost

route discovery procedure.

5.3.4 Real life emulation of an o±ce scenario

² Objective

To demonstratethe emulation of a real life scenariousing the hardware test-bed

and the energye±cient behavior of EADSR protocol in such a scenario.

² Test Procedure

The schematic of the experiment is shown in Fig. 5.13. In this scenario, the

sourcenode b wishes to communicate with the destination node d. Nodes a,

and c are the other nodespresent in the experiment. Nodesa, c and d are static

nodeswhereasnode b is a mobile node.

We emulated closedrooms and hallways on the hardware test-bed by intro duc-
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 b1 b2 
 
 
 b3 
 b4         a     d 

Figure 5.13: Schematic diagram

ing objects on the test-bed that create similar path-loss and RF propagation

e®ectsas shown in Fig 5.14. For this experiment, we aimed at emulating a

scenariowhere b wishesto communicate with d. We observed the results as b

moved to positions b1, b2, b3, and b4. Throughout the experiment, we used

packets of size1024bytes.

Position 1: Initially node b is at position b1 and is out of transmission range

of node d. Henceto communicate with node d, it should route its packets using

either of the routes b1-a-d, b1-c-d, or b1-c-a-d.

Position 2: Using the mobilit y emulation feature of hardware test-bed, node b

is now moved to position b2. Node b is within the transmissionrangeof node d.

It can useeither of the routes b2-d, b2-a-d, b2-c-d, or b2-c-a-d to communicate

to node d.

Position 3: When node b is moved to position b3, it lies within the trans-

mission range of node d. The available routes to communicate with node d are

b3-d, b3-a-d, b3-c-d, and b3-c-a-d.
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Figure 5.14: Experimental setup on the hardware test-bed

Position 4: Finally at position b4, it again lies within the transmission range

of node d. It can route packets to node d using the routes b4-d, b4-a-d, b4-c-d,

or b4-c-a-b.

² Result

At each position of b, the EADSR protocol computes the cost of communicat-

ing with noded through the available routesand selectsthe minimum cost route.

Position 1: At position b1, EADSR protocol estimates that the best route

among the available routes to communicate with d is b1-c-a-d. The cost of this

route is b1-c-a-d is 30 ¹ J. The minimum transmit power for each link is 1 mW.

Position 2: At position b2, EADSR discovers that the minimum cost route to

reach node d is b2-a-d and the cost associated with this route is found to be

cost 20 ¹ J and transmit power of 1mW for each link.

Position 3: At position b3, EADSR discovers the minimum cost route from

the available routes to reach destination d is b3-a-d and the cost incurred to

use this route is 20 ¹ J. Each link in the route has a minimum transmit power

of 1mW.
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Position 4: At position b4, EADSR discoversthe minimum cost route from the

available routes to commincate with node d is b4-c-a-d and the cost associated

with this route is 45 ¹ J. The minimum transmit power of 1mW, 20 mW, and 1

mW for link b4-c, c-a, and a-d respectively.

This test demonstrated seemlessintegration of the EADSR protocol with the

hardware test-bed.

The experiments described in Section 5.3 demonstrate the energy e±cient be-

havior of EADSR achieved by employing (i) Link Cost adjustment and transmit power

control, and (ii) Minim um cost route discovery and maintenance.

We have used a combination of transmit power control and packet-size to route

packets to the destination node making our protocol \more intelligent".

The abilit y of EADSR protocol to chooseminimum cost routes basedon varying

packet-sizeand distance is highlighted in the ¯rst experiment. The secondexperiment

demonstratesthe abilit y of EADSR to discover new low cost routes as the intermediate

node snoops on packets that are exchanged by the sourceand destination node. This

is the route maintenance feature of EADSR protocol implementation. The EADSR

protocol discovers an additional low cost route a-b-c-d in fourth experiment for packets

of size 1024 bytes. The fourth experiment described demonstratesan emulation of a

real life scenariowherea usersitting in his o±ce tries to communicate with another user

in someother o±ce. The protocol used low cost multi-hop routes through the course

of the experiment. This experiment demonstratesthe interaction of the hardware test-

bed and EADSR protocol working as an ad hoc system that allows these two usersto

communicate.

Another observation wasthat using multi-hop routes for larger packet sizes,led to

lower total cost valuesbut it did increasethe round trip (RTT) of the ping packets. The

multi-hop feature of EADSR protocol provesmore e±cient when we assumedthe value
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of background power overhead of the 802.11b cards to be 13 ¹ J. If we had assumed

a larger value, we would have observed that the multi-hop behavior to be used less

frequently .

The computation of the total cost did vary betweenmeasurements | this is due

to the varying transmit power measurements. This variabilit y was handled by using a

window of ¯v e packets and is discussedin Section 5.1.

The next chapter discussesan answer to the research question of this thesis and

also enumeratesthe future work to be carried out.



Chapter 6

Conclusion

This chapter discussesthe answer to the research question of the thesis, and the

future work we intend to carry out.

6.1 Conclusion

This thesis answers the research question \Whether a robust distributed energy

conservingad hoc routing protocol can be implemented" by developing a cross-layered

protocol that can conserve signi¯cant energy. We have successfullyimplemented the

Dynamic SourceRouting (DSR) protocol and modi¯ed it to develop a new protocol,

namely the Energy Aware Dynamic SourceRouting (EADSR) protocol. The EADSR

protocol employs link cost adjustments and transmit power control, and minimum cost

route discovery and maintenance to achieve energy e±ciency. Experimental results

demonstrate that the EADSR protocol results in a ¯ft y sixty percent of energy saving

and this saving is obtained starting from the transmissionof the ¯rst packet. Subsequent

packets transmitted using the EADSR protocol will result in further energysavings.

These savings are obtained at the routing layer by assumingan energy e±cient

MAC protocol with the selectedbackground energyas mentioned in Appendix B. The

current implementation of the IEEE 802.11bprotocol has several problems concerning

energy e±ciency. One reason for this is the energy expended in re-transmission due

to collisions that occur. The secondreasonis due to the overhead incurred during the
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four-frame exchange. The wireless ethernet cards have high receive and idle powers

that are comparableto the power required for transmission. Speci¯cally, in the ad hoc

mode the Cisco 350 seriescards consumesigni¯cant energy in the idle mode. This is

becausein the idle mode, the cards periodically broadcast beaconscontaining channel

information and scanthe ISM band looking for other nodeswithin range. This indicates

that the current 802.11bimplementation is not the ideal MAC for implementing energy

aware ad hoc routing protocols. We usethem for our protocol development due to their

widespreadsupport and availabilit y. To achieve substantial energy savings requires a

regime where transmit power dominates energy expenditures; for instance high power

longer rangescenariosor a more energye±cient MAC layer protocol. Even without the

beaconsignals, the receiver signal processingin idle mode consumeshigh power.

6.2 Future Work

Future work will develop a generalenergyaware metric that computescostsbased

on one or combination of factors such as, minimum transmit power, energyper packet,

and estimated battery life of nodes in the route. We also aim to addressthe issueof

inter-operabilit y between nodes running the DSR protocol and the EADSR protocol.

By increasing the number of nodes, the protocol can be tested for scaling issuesand

extensive testing of the EADSR protocol can be carried out. Further research could

be carried out to addressthe MAC layer issuesby building an energy e±cient MAC

protocol for our energyaware ad hoc routing protocols.
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App endix A

Exp eriences in Clic k

A.1 Packet Structure for the DSR Router in Clic k

For a packet, the DSR portion of the headerfollows the IP header. We enumerate

the di®erent typesof DSR packets describing each type in detail as follows

Route Request Packet : As seenfrom Fig.A.1, the RREQ packet consistsof

the DSR ¯xed header, Route Request header, and the addressesof the intermediate

nodesthat have forwarded the route request. We describe each of these¯elds in detail.

² DSR ¯xed header: This header consists of the DSR next header ¯eld that

enumeratesthe optional headerthat follows, in this caseit is the Route Request

header. The Reserved ¯eld is present as speci¯ed by the DSR IETF draft. The

DSR header length ¯eld speci¯es the length of all the DSR optional headersin

the packet. This ¯eld is usedwhile extracting the DSR headerout of the packet

at the destination node.

² Route Requestheader: This optional headerconsistsof a ¯eld called the Option

Type that indicates the type being a Route Request. The Header length ¯eld

contains the length of this header. Using this ¯eld, the number of nodes that

forwarded the route requestcan be computed. The Identi¯cation ¯eld contains

a unique request id for a particular Route Request.



850 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Header | Reserved | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Identification |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Target Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.1: Route RequestPacket format: DSR implementation

² Target Address: The target addresscontains the addressof the node to which

the route request is destined for.

The intermediate addressesrepresent the addressesof the nodesthat have for-

warded the route request.

Route Reply Packet : As seenfrom Fig.A.2, the RREP packet consistsof the

DSR ¯xed header, Route Reply header, route reply addresses,Source Route header,

and the source route addressespresent in the route reply. We describe each of these

¯elds in detail.

² DSR ¯xed header: This header consists of the DSR next header ¯eld that

enumerates the optional header that follows, in this caseit is the Route Reply

header. The Reserved ¯eld is present as speci¯ed by the DSR IETF draft. The

DSR header length ¯eld speci¯es the length of all the DSR optional headersin

the packet. This ¯eld is usedwhile extracting the DSR headerout of the packet

at the destination node.

² Route Reply header: This optional headerconsistsof a ¯eld called the Option

Type that indicates the type being a Route Reply. The Header length ¯eld

contains the length of this header. Using this ¯eld, the number of nodes that

forwarded the route requestcan be computed. The Identi¯cation ¯eld contains

the route request id for which the Route Reply has beengenerated.



860 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Header | Reserved | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Option Type | Opt Data Len |L| Reserved |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |F|L|Reservd|Salvage| Segs Left |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.2: Route Reply Packet format: DSR implementation

² Reply Route: The reply route consistsof the path from the sourceaddressto the

destination address.This consistsof the sourceaddress,intermediate addresses,

and the destination address.

² SourceRoute Header: This headerde¯nes the sourceroute for routing the reply

packet to the destination. This consistsof the optional headertypeset to Source

Route, headerlength that indicates the number of intermediate nodes,and the

Flags ¯eld de¯ne the current intermediate node in the sourceroute.

² SourceRoute: This is a list of all intermediate node addressesthrough which

the packet is routed to the destination.

Data Packet : As seenfrom Fig.A.3, the DATA packet consistsof the DSR ¯xed

header,SourceRoute header,SourceRoute, ACK requestheaderand followed by data.

We describe each of these¯elds in detail.

² DSR ¯xed header: This header consists of the DSR next header ¯eld that

enumeratesthe optional headerthat follows, in this caseit is the SourceRoute

header. The Reserved ¯eld is present as speci¯ed by the DSR IETF draft. The

DSR header length ¯eld speci¯es the length of all the DSR optional headersin



870 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Header | Reserved | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |F|L|Reservd|Salvage| Segs Left |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Identification |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Data |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.3: Data Packet format: DSR implementation

the packet. This ¯eld is usedwhile extracting the DSR headerout of the packet

at the destination node.

² SourceRoute Header: This headerde¯nes the sourceroute for routing the data

packet to the destination. This consistsof the optional headertypeset to Source

Route, headerlength that indicates the number of intermediate nodes,and the

Flags ¯eld de¯ne the current intermediate node in the sourceroute.

² SourceRoute: This is a list of all intermediate node addressesthrough which

the packet is routed to the destination.

² ACK RequestHeader: This consistsof the Option Type ¯eld set to ACK Re-

quest, the ¯eld that contains the length of the header, the Identi¯cation value

for the ACK requestfollowed by the IP addressof the node generatingthe ACK

request.

² Data: The payload for the packet follows the ACK request header.

A CK Packet : As seenfrom Fig.A.4, the ACK packet consistsof the DSR ¯xed

header, ACK header, ACK Source IP Address and the ACK destination IP Address.

We describe each of these¯elds in detail.

² DSR ¯xed header: This header consists of the DSR next header ¯eld that



880 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Header | Reserved | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Identification |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACK Source Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACK Destination Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.4: ACK Packet format: DSR implementation

enumeratesthe optional headerthat follows, in this caseit is the ACK header.

The Reserved ¯eld is present as speci¯ed by the DSR IETF draft. The DSR

header length ¯eld speci¯es the length of all the DSR optional headersin the

packet. This ¯eld is usedwhile extracting the DSR headerout of the packet at

the destination node.

² ACK Header: This header consistsof the Option Type ¯eld that speci¯es the

type as ACK header. The headerlength ¯eld contains the length of this header

and the Identi¯cation ¯eld contains the ack requestid that requestedthe ACK.

² ACK SourceIP Address: This addressspeci¯es the sourceof the ACK packet.

² ACK Destination IP Address: This addressspeci¯es the destination of the ACK

packet.

Route Error Packet : As seenfrom Fig.A.5, the RERR packet consistsof the

DSR ¯xed header,Route Error header,unreachable node address,SourceRoute header,

and the sourceroute addressesusedto route the route error. We describe each of these

¯elds in detail.

² DSR ¯xed header: This header consists of the DSR next header ¯eld that

enumerates the optional header that follows, in this caseit is the Route Error

header. The Reserved ¯eld is present as speci¯ed by the DSR IETF draft. The

DSR header length ¯eld speci¯es the length of all the DSR optional headersin



890 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Header | Reserved | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Error Type |Reservd|Salvage|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Error Source Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Error Destination Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Unreachable Node IP Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |F|L|Reservd|Salvage| Segs Left |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Intermediate Source Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Intermediate Source Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Intermediate Source Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.5: Route Error Packet format: DSR implementation

the packet. This ¯eld is usedwhile extracting the DSR headerout of the packet

at the destination node.

² Route Error header: This optional headerconsistsof a ¯eld called the Option

Type that indicates the type being a Route Error. The Header length ¯eld

contains the length of this header.

² Error SourceIP Address: This ¯eld speci¯es the addressof the node that gen-

eratesthe Route Error message.

² Error Destination IP Address: This ¯eld speci¯es the addressof the node for

which the Route Error is destined for.

² Unreachable Node IP Address: This ¯eld speci¯es the IP Address of the node

that could not be reached by the initiator of the Route Error; due to which the

Route Error has beengenerated.

A.2 Packet Structure for the EADSR Router in Clic k

The packet structure for the EADSR Router are similar to the onesusedby the

DSR router in addition to a special option called as the EADSR option. This optional
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Version | Version Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field N |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Information Field

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.6: EADSR Fixed Header

header consists of the ¯elds that carry energy aware information. The format of the

optional header is as as shown above.

The EADSR ¯xed header¯elds are:

² Option Type: This ¯eld is set to the value 8.

² Option Data Length: The length is given by the equation (Version Length)

* ( Hop Count + 2 ) + 2

² Version: The current implementation of EADSR is version 1.

² Version Length: The length is speci¯ed by the length of the information ¯eld.

² Information Field: This is a variable length ¯eld whooselength is speci¯ed by

the Version length of the EADSR option. In the Version 1 of EADSR protocol,

this ¯eld holds the From Power[1] ... [n] values. These power values represent

the power valuesfrom the previousnode to the current node. i.e. From Power[1]

is the power required from the sourcenode S to node 1.
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Version | Version Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Information Field |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Version | Version Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power N |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.7: Route RequestPacket format: EADSR implementation

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |L| Reserved |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Version | Version Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power N+1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |F|L|LinkFlag|Salvage|Segs Left |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power N+1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.8: Route Reply Packet format: EADSR implementation

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len |F|L|LinkFlag|Salvage|Segs Left |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[1] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[2] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Address[n] |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power 2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| From Power N+1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Option Type | Opt Data Len | Identification |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Data |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure A.9: Data Packet format: EADSR implementation



App endix B

Cookb ook for DSR and EADSR router installations

This appendix discussesthe stepwise procedureof re-compiling Linux, installing

the Click modular router infrastructure, and hardware settings of the CiscoAironet 350

serieswirelessethernet cards.

B.1 Setting up the correct kernel on a laptop

This section enumerates the stepwise procedure to be carried out to re-compile

an existing version of the Linux kernel to enable the installation of the Click router.

The re-compilation is necessaryto enable the Click modular router to manipulate the

packets in the userspaceof the kernel, and re-insert the packets the packets into the

kernel stack.

(1) Install a version of Red Hat version preferably the one with kernel version

greater than or equal to 2.4.18. Make sure to select the Custom option during

installation. The \Kernel Development" option should be selected from the

installation menu.

(2) If the 2.4.18kernel version doesnot exist with the linux installation, download

the 2.4.18or higher kernel version from http : ==kernel:org.

(3) Go to the /usr/src directory and unpack the downloaded kernel version. On

successfulunpacking, go the /usr/src/lin ux sub-directory that is created.
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(4) Makesureto download the latest versionof the airo.c driver in the /usr/src/lin ux/driv ers/net/wireless

directory. The latest version of the airo.c should be downloaded from the CVS

repository.

(5) In the /usr/src/lin ux directory, enter the command makexcon¯g and carry out

the following modi¯cations to the options present. These are the only options

that needto be modi¯ed. The other options should be maintained in the same

state.

Co de Maturit y Lev el: Yes

Pro cessor t yp e and features

(a) Symmetric multi-pro cessorsupport: No

General Setup

(a) Networking Support : Yes

(b) PCI support : Yes

Net working options

(a) Netlink deviceemulation: Yes

Net work device supp ort

(a) Universal TUN/T AP devicedriver: Yes| Thesetwo options are selected

to enablepacket processing.

(b) Ethertap network tap : Yes

(c) Ethernet (10 or 100 Mbit) | These options are selected to handle the

built-in wired-ethernet card facilit y. In our case,we selected3COM cards

to suit our ethernet cards.

(i) 3COM cards: Yes
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(ii) Other ISA cards: Yes

(d) Wireless LAN (non-hamradio)

(i) Cisco/Aironet 34X/35X/4500/4800 ISA and PCI cards: Module |

These two options ensure that the Aironet driver is compiled as a

module.

(ii) Cisco/Aironet 34X/35X/4500/4800 PCMCIA cards: Module

(e) PCMCIA network devicesupport

(i) NE2000 compatible PCMCIA support: No

(ii) Aviator/Ra ytheon 2.4GHz wirelesssupport:No

(6) Edit the Make¯le and add unique extenstion to the \EXTRA VERSION" ¯eld.

This will identify this new compiled version. In our casewe add the string

\-tap".

(7) make dep | This command setsup all the dependenciescorrectly.

(8) make bzImage | This command builds the kernel.

(9) make modules | This command builds the modules that were con¯gured. In

our case,we con¯gured Cisco/Aironet 34X/35X/4500/4800 ISA and PCI cards

and Cisco/Aironet 34X/35X/4500/4800 PCMCIA cards as modules.

(10) Run the command, make modules install | This command installs the kernel

modules.

(11) Run the command, make install | This command copiesthe new kernel and

its associated ¯les to the proper directories.

(12) Copy this kernel imageusingthe command,cp ./arch/i386/b oot/bzImage /b oot/vmlin uz-

2.4.18-tap. The vmlinuz-2.4.18-tapis our new kernel image.
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(13) Copy the systemmap using the command, cp System.map/b oot/System.map-

2.4.18-tap. The System.map-2.4.18-tapis our new system map.

(14) Edit the /etc/lilo.conf to add the following lines to the end of the ¯le.

image=/b oot/vmlin uz-2.4.18-tap

label=lin ux-tap | This label will appear when you reboot.

read-only

root=/dev/hda1 | e.ghda1 is the devicewhere the root is loaded. To ¯nd this

out, enter the command df and ¯nd out where the root is loaded.

(15) Run the command /sbin/lilo -v -v to install the kernel loader.

(16) Boot in the new kernel.

(17) Setting up the tap0 interface

(a) mknod /dev/tap0 c 36 0 + 16

(b) insmod ethertap

B.2 Installing Clic k

This sectiondescribesthe installation of the Click Modular router on successfulre-

compilation of the kernel. Make sureto boot in the re-compiledversionbeforeinstalling

the Click modular router infrastructure.

² Download and install 1.2.4versionof Click from the websitehttp : ==www:pdos:lcs:mit:edu=click=.

² Run the Install Script (install-eadsr script) - this will install all the EADSR

router speci¯c ¯les in the relevant directories and take backups of basic ¯les.

It will also compile the userlevel version of the click with the EADSR router

functionalit y.
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² The node has to initialized with a particular IP Address before the router can

be started. Each node SHOULD have a unique IP address.An examplestartup

script is as follows:

(1) ifconfig eth0 up - This brings up the eth0 interface.

(2) ifconfig tap0 up - This brings up the tap0 interface.

(3) ifconfig tap0 192.138.198.93 netmask 255.255.255.0 - This assigns

a IP Address and netmask to the tap0 interface. This has to be a unique

address. This addressshould be the addressthat is entered in the DSR

router ¯le that residesin the conf sub-directory in the click-1.2.4directory.

(4) iwconfig eth0 essid ``test'' mode``ad-hoc'' - This command as-

signs a particular essid to the ad hoc network and sets up the mode of

operation of the wirelessethernet card to adhoc.

² Once the node is initialized, the router has to be started using the following

commandin the userlevel sub-directory. ./click ../conf/dsr-router.click

or ./click ../conf/ eadsr-route.click This will start the DSR/EADSR

router.

² Onceall the nodeshave the router started, initiate ping packets from the source

node to the destination node.

B.3 Wireless Tools for Lin ux

The Linux WirelessExtension and the WirelessTools are an Open Sourceproject

sponsoredby Hewlett Packard and built with the contribution of many Linux usersall

over the world.

The WirelessExtension is a genericAPI that allows a driver to exposeto the user

spacecon¯guration and statistics speci¯c to common Wireless LANs. The beauty of it



97

is that a single set of tool can support all the variations of Wireless LANs, regardless

of their type (as long as the driver support Wireless Extension). Another advantage is

theseparametersmay be changedon the °y without restarting the driver (or Linux).

The Wireless Tools is a set of tools allowing to manipulate the Wireless Exten-

sions. They usea textual interface and aim to support the full Wireless Extension.

² iwcon¯g: It is used to set the parameters of the network interface which are

speci¯c to the wirelessoperation (for example : the frequency). Iwcon¯g may

also be usedto display those parameters,and the wirelessstatistics (extracted

from /pro c/net/wireless). manipulates the basic wirelessparameters.

² iwlist: It is usedto display a large chunk of information from a wirelessnetwork

interface that is not displayed by iwcon¯g. This is typically a list of parameters

² iwspy: This is usedto set a list of addressesin a wirelessnetwork interface and

to read back quality of link information for each of those. This information is

the sameas the one available in /pro c/net/wireless : quality of the link, signal

strength and noise level. This information is updated each time a new packet

is received, so each addressof the list add someoverheadin the driver.

² iwpriv: Iwpriv deals with parameters and setting speci¯c to each driver (as

opposed to iwcon¯g which deals with generic ones). Without any argument,

iwpriv lists the available private commandsavailable on each interface, and the

parametersthat they require. Using this information, the usermay apply those

interface speci¯c commandson the speci¯ed interface.

In theory, the documentation of each device driver should indicate how to use

those interface speci¯c commandsand their e®ect.

Thesecan be downloaded from the http : ==pcmcia¡ cs:sourcef orge:net=f tp=contrib=

website.
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B.4 Reducing variabilit y in the receiv ed signal strength (RSSI)

readings

The CiscoAironet LMC 352cardswe usedhastwo integrated divesity dipoles. To

reducevariabilit y in the RSSI readings,the diversity of the cardshave to be set to either

left or right antenna. This is carried out by modifying the the /pro c/driv er/aironet/ethernet

interface1 /Con¯g ¯le by adding the following lines:

echo "TXDiversity: right" > /proc/driver/aironet/ethernet interface/Config

echo "RXDiversity: right" > /proc/driver/aironet/ethernet interface/Config

This wasessential to ensurethat the packets werereceived and transmitted using

the sameantenna and there was no other communication path present.

B.5 Computation of assumed background energy

The background energy for the wirelessethernet cards usedshould be such that

for 64 byte packets, the routing cost should be such that the packets are routed using

the minimum hop route. In caseof large packets of size 1024 bytes or greater, the

routing cost should be such that multi-hop routes cost lessthan minimum hop routes.

Consider a casewhere the minimum hop transmit power is 100 mW and the

multi-hop powers are 5 mW and 5 mW for a two hop route to the destination.

Hencethe following should hold true:

For 64 byte packets,

64¤ 8 ¤ 100
11¤ 106 + Overhead < 2 ¤ (

64¤ 8 ¤ 5
11¤ 106 + Overhead) (B.1)

1024¤ 8 ¤ 100
11¤ 106 + Overhead > 2 ¤ (

1024¤ 8 ¤ 5
11¤ 106 + Overhead) (B.2)

1 ethernet interface refers to the wireless ethernet interface
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Solving equations (B.1) and (B.2), 13 micro Joules as the value of the overhead

sati¯es both theseequations. Hencewe selectedthis value to be the background energy.


