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Abstract — Recent FCC proceedings have considered the notion of
unlicensed device operation in licensed bands. Licensed users are
concerned about harmful interference while unlicensed device
manufacturers are concerned that harmful interference is an
imprecise design concept. This paper addresses three elements to
this debate. First, it advocates for an explicit model of harmful
interference to be included in unlicensed device rules. Such a
model provides explicit bounded protection to the licensed user
while providing assurances and performance goals to the unli-
censed device manufacturers. Second, it assesses several pro-
posed methods for unlicensed devices to avoid licensed users and
develops variants of each that can achieve the necessary accu-
racy. Third, it presents an analytic model for assessing harmful
interference that not only provides quantitative analysis, but, also
provides insight into how factors such as directional antennas,
power control, and licensed channel avoidance strategies affect
the aggregate interference. Further, it suggests that complex fac-
tors such as unlicensed device modulation schemes can be cap-
tured in a simple measurement. These ideas are applied to the
notice of proposed rulemaking on Unlicensed Operation in the
TV Broadcast Bands.

I. INTRODUCTION

The FCC 04-186 proceedings discussing the notice of pro-
posed rulemaking, Unlicensed Operation in the TV Broadcast
Bandsl, the recent Ultra Wideband rules, and existing Part 15
rules open the possibility for unlicensed devices to coexist
with licensed devices in licensed broadcast bands. The tradi-
tional approach (UWB and Part 15) limits the unlicensed de-
vices to low powers in order to minimize the potential for
harmful interference. Today's technology enables more sophis-
ticated radios that can use means other than simply limiting
power to avoid harmful interference. This technology in turn
enables more sophisticated operational rules. These rules
should encourage investment in socially meaningful unli-
censed devices while protecting the existing licensed users.
We foresee three challenges to this goal which we denote the
harmful interference process; interference parameter setting;
and the channel avoidance mechanism.

In the NPRM, the commenters question what criterion
should be used to evaluate the impact of unlicensed devices
operating in the TV broadcast bands. Many comments make

! Notice of Proposed Rule Making, Unlicensed Operation in the TV Broadcast
Bands, FCC 04-186 Released May 25, 2004.

worst-case assumptions to show that any unlicensed device
could have a negative impact on licensed devices, while others
argue that the impact will be minimal. This uncertainty has the
effect of delaying or preventing the adoption of any rules. But,
more fundamentally it points to a general lack of consensus on
how the impact should be measured and codified in rules such
as these. The FCC has a long-standing notion of “harmful in-
terference”, but this is not precisely defined and is mainly used
in a context of evaluating existing interference in post facto
proceedings. This ambiguity about what eventually will and
will not be allowed can deter investment in technologies that
would provide unlicensed access to these bands. Therefore, a
clearer standard of what defines harmful and acceptable inter-
ference is needed to be articulated in policy and unlicensed
device rules. Further a proactive process is needed that speci-
fies how the harmful interference is measured and remedied
over time.

Once a potential interference process is defined there will
be parameters to be defined such as the maximum power lev-
els or the required fidelity of a channel avoidance mechanism.
Fielded deployments are expensive and time consuming.
Laboratory tests can be artificial and deriving parameter rela-
tionships laborious. An analytic model can help expose these
relationships clearly so that parameter tradeoffs can be made
more intelligently and can provide insights into the harmful
interference and channel avoidance processes.

A key element to any coexistence strategy is the method for
avoiding licensed users. Avoiding licensed users requires
some mechanism for identifying channel usage. Ideally an
unlicensed device would like to know for every possible fre-
quency and mode of operation the maximum power it could
use without causing degradation to existing licensed devices.
Even in the heart of a licensed service, an unlicensed device
can communicate without causing interference if the transmit
power is low enough. But, knowing the allowed power level
requires detailed knowledge of licensed transmitters, receiv-
ers, and the various pathlosses among these devices. This level
of detail is generally not known and so a simpler approach is
taken. The idea is to identify spectrum “white spaces,” blocks
of spectrum that are not being used by licensed devices in the
area. This is a more conservative approach and generally is
required to go further so that it avoids not only channels that
are used but also adjacent channels to avoid problems with
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Figure 1: Elements of an Interference Measurement Scenario

licensed receivers that do not have filters sufficiently sharp to
attenuate interferers on nearby bands.

Accordingly, this paper provides three contributions. First,
the paper decomposes the ongoing process of regulating and
enforcing harmful interference requirements. It presents the
choices available to regulators at each stage in the process and
the relative merits of each. These ideas are applied to the
NPRM to show their impact on the regulatory process. Sec-
ond, it develops an analytic interference model that predicts
the fraction of licensed devices affected as a function of pa-
rameters in an unlicensed device deployment. This model
points to a need for unlicensed devices to reliably avoid li-
censed channels. As a third contribution, the paper analyzes
different channel avoidance methods to assess their viability to
meet these reliability requirements.

II. HARMFUL INTERFERENCE PROCESS

This section presents the concept of a measurement scenario
that is a framework for defining proactive harmful interference
definitions. The framework is a set of interference notions that
policymakers can choose from when setting policy and defin-
ing unlicensed device rules. Who should evaluate if there is
harmful interference and potential remedies are also consid-
ered. These ideas are developed in more detail in the follow-
ing sections.

A.  Measurement Scenario

We assume that unlicensed devices are built and deployed
according to a set of unlicensed rules. These rules can not be
assessed unless a clear measurement scenario is defined. The
measurement scenario consists of four parts. It specifies (1) a
model for the licensed receivers and what constitutes harmful
interference to them; (2) a model for the unlicensed devices
and the conditions under which they can be considered to be
causing harmful interference; (3) the interference evaluator
who measures the level of interference; and finally (4) the
remedy path if unlicensed devices are found to be causing
harmful interference as shown in Fig. 1.

As an example, harmful interference can be defined as a
condition where a single licensed receiver suffers any service
outage due to the operation of an unlicensed device in any
setting as measured by the licensee. If this occurs, then the
licensee can request the unlicensed device to turnoff. Each of
these elements can have a much richer realization than this
simple example. The remaining sections describe models for

each of the four elements.

B. Licensed Receiver Model

Interference must be carefully defined. Interference is a re-
ceiver phenomenon. When a radio device receives both de-
sired and undesired signals at the same time, the undesired
signals at the receiver are interference. Signals that are present
at the receiver when it is not receiving; that are on the path
from the transmitter to receiver; or that are at the transmitter
are not directly relevant.

In practice any radio device radiates electromagnetic energy
across a wide swath of spectrum that extends beyond its nomi-
nal channel. The signal power propagates beyond where it can
usefully be received. Many sources unintentionally emit
power in the form of radio signals. Low-power unlicensed
devices are already permitted in many bands. Thus a licensed
device receives not only desired signals, but also unwanted
signals from transmitters in nearby bands, distant transmitters
in the same band, unintentional radiators, and unlicensed de-
vices. It is impossible to stop all of these unwanted signals. An
absolute interference ban in a band is impossible. Therefore
wireless receivers are designed to accommodate a certain level
of interference.

It is when the interference power becomes too large relative
to the received signal that performance degradation occurs.
Performance degradation can manifest itself as lower data
throughput, lower voice quality, or video distortions, depend-
ing on the service. A definition of when this degradation is too
much is required for each service. In principle it should only
be considered too much if it is observable by the end user. For
instance, a source of interference may cause more errors in a
digital signal, but, if the end user can not differentiate the per-
formance with and without the interferer, then it is negligible.
A period where the degradation to a received signal is signifi-
cant is defined as an outage. It is beyond the scope of this pa-
per to define an outage since it will vary by service. We em-
phasize that this definition is the heart of any interference
framework. Though we do not define it here, we assume an
outage can be and is defined by the unlicensed rules.

Harmful interference should be defined in terms of these
outages. We define some potential licensed receiver models
that define how interference is measured and classified as
harmful relative to the licensed receiver.

a) Conceivable per Receiver Interference: If there exists
some conceivable configuration of licensed and unli-
censed device that can cause an outage in the licensed
receiver.

b) Observed per Receiver Interference: If a licensed re-
ceiver outage occurs under typical usage of the licensed
and unlicensed device.

c¢) Extended per Receiver Interference: If a licensed re-
ceiver outage occurs under typical usage for more than
a specified fraction of the time (e.g. no receiver can ex-
perience an outage more than X minutes per year).

d) Widespread Interference: If more than a specified frac-
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Figure 2: Licensed Receiver Model Relationships

tion of licensed receivers experience an outage at any
time (e.g. not more than Y% of receivers experience an
outage at any time).

e) Widespread Extended Interference: If more than a
specified fraction of licensed receivers experience an
outage for more than a specified fraction of the time
(e.g. outages affecting more than Y% of receivers can
not exceed X minutes per year).

f) Expected Interference: If more than a specified fraction
of licensed devices experiencing an outage, averaged
over time (e.g. no more than Z% of devices experience
an outage on average).

The relationship is shown graphically in Fig. 2. As indi-
cated by the arrows, a licensed receiver model lower on the
graph can be used to satisfy a model higher on the graph. For
instance, if no outages are ever observed than all of the higher
models of interference are automatically satisfied.”

The first three models are on a per device basis. It is enough
for even one licensed receiver to violate the model conditions
in order for harmful interference to be claimed. Extended per
Receiver Interference is defined for a given measurement pe-
riod. Too short a period (e.g. one hour) will not properly cap-
ture long term unlicensed performance. Longer periods will
better capture this long term performance and can also captur-
ing egregious violators quickly. As an example if the outage
allowed per year is one hour and this is met in the first day an
unlicensed device begins operation, then the model is already
violated. The next three are aggregate standards’ defined for
some set of licensed receivers. Individual licensed receivers
may have sporadic or long outage periods as long as the set of

% To clarify the relationships, two further examples are given here: If no de-
vice ever experiences an outage more than X minutes per year (extended
interference) than an outage exceeding Y% of the devices will not occur for
more than X minutes per year (widespread extended interference). Similarly
given the X and Y of widespread extended interference, the expected interfer-
ence is Z=(100-Y) X/M + Y, where M is the number of minutes in a year.

? Aggregate here refers to the total effect across many licensed receivers. It is
not related to the issue that a receiver may suffer an outage as a result of the
sum of multiple unlicensed device signals. This concept is captured in the
unlicensed device model.

licensed receivers meet the aggregate criteria. The licensed
receiver set could be defined by geographic area, type of us-
age, and type of device; for instance, television receivers in
the Denver MTA®. Note also that the criteria (except the first)
are defined for actual outages of operating licensed receivers.
A receiver that is turned off can not experience an outage. In
particular a receiver that is on for less than X minutes can not
ever violate the extended interference criteria.

Outages can occur even with a stringent limit on other de-
vices on or near the licensed band. Users may be operating far
from the licensed receiver outside the defined coverage area
and therefore have signals too weak to be reliably received.’
Similarly the device may be located in an area where coverage
was not intended such as in the basement. The defined cover-
age area may specifically allow that some licensed devices
suffer outages.® The signal may be susceptible to natural inter-
ference such as caused by lightning or solar flares or varia-
tions due to season and weather. The receiver device itself
may suffer outages that cause loss of service (e.g. when there
is a power utility outage, or when a user misconfigures the
device). Finally, the licensed transmitter might have planned
or unplanned service outages for maintenance or due to
equipment failure. Thus, when evaluating harmful interference
caused by a new unlicensed device it must be within the con-
text of these pre-existing outage events. In particular, a harm-
ful interference standard can not be set more stringent than is
caused by these preexisting outages.

C. Unlicensed Device Model

For a licensed receiver model selected from the choices in
the previous section, under what conditions do we measure
whether the unlicensed rules comply with the standard? We
define several unlicensed device models that specify the scope
of unlicensed device activity that is considered relevant to
harmful interference:

a) Per Usage: a particular usage of a single unlicensed
device.

b) Per Device: a single unlicensed device under every al-
lowed usage.

¢) Bounded Deployment: a deployment of up to x devices
under every allowed usage.

d) Unbounded Deployment: any size deployment under
every allowed usage.

Enforcing according to per usage is the weakest. If some
particular usage in the field is assessed for harmful interfer-
ence and found in non-compliance, the unlicensed user could
continue operating the unlicensed device(s) in other comply-
ing uses. Conversely, by specifying the usages for which com-
pliance is measured, other extreme uses that might surely lead

* Major Trading Area, Rand McNally 1992 Commercial Atlas & Marketing
Guide, 123rd Edition, pp. 38-39.

’ Despite being unreliable, it still may be a useful service. A user may prefer
the programming of a distant radio station even though the signal quality is
poor.

® TV bands allow for outages at the defined edge of coverage.
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Figure 3: Unlicensed Device Model Relationships

to noncompliance can be excluded (for instance operation of a
device in an airplane). Thus in this approach permitted and
excluded uses are specified as part of the license rules. Per
device enforcement implies that if any permitted usage of an
unlicensed device is found to be in non-compliance, then the
unlicensed device rules are not in compliance. These compli-
ance models apply to a single device.

The aggregate licensed receiver models are unlikely to be
violated by a single device. In some cases it may be the usage
of many devices that is required in order to violate an aggre-
gate measurement. Or, the aggregate of signals from multiple
unlicensed devices may be required to generate outages in any
single licensed receiver. Therefore, the last two unlicensed
device models consider the aggregate effect of unlicensed de-
vices. Like the aggregate measurement models they are for a
given set of unlicensed devices defined by geographic area,
type of usage, and type of device. For some unlicensed uses it
may be possible to show that each unlicensed device contrib-
utes some finite component to the interference and an exceed-
ingly dense deployment might cause harmful interference ac-
cording to the measurement models. Therefore the first aggre-
gate compliance model allows for an upper bound on the
number of unlicensed devices considered for harmful interfer-
ence. This does not imply that the number of unlicensed de-
vices will be limited; it only provides a standard for judging
compliance.” The most stringent model is the last which al-
lows for an unlimited deployment of unlicensed devices. In a
situation where it might be conceivable for an unbounded de-
ployment to cause harmful interference suggesting the
bounded deployment model, if it is expected that other factors
will provide sufficient bounds, then for the sake of simplicity
and to provide assurances to the licensed users the unbounded
deployment might be used.® The relationships between models
are shown in Fig. 3. The arrows indicate that achieving a
lower level of compliance implies the higher compliance
models are also satisfied.

" Tt might be as few as two devices to reflect the need for more than one de-
vice to lead to significant interference. Or, it might be set to a large number
like 100,000. In the latter case, many licensed devices may be suffering out-
ages because of a very large unlicensed device deployment. The bound can be
used to set a threshold of importance for the unlicensed devices where their
activity can not be considered harmful.

# For instance, while unbounded density in garage door openers might be a
problem, typically only one or two garage doors are deployed per dwelling.

D. Interference Evaluator

Several parties are involved in the unlicensed operation.
These include the licensee, the unlicensed device manufac-
turer, the licensed receiver user, the unlicensed device user,
and the regulator. With whom is the burden of showing com-
pliance or non-compliance? And to whom is it necessary to
show?

Embedded in these questions are several models and these
should be explicit. The first is whether the burden of proof is
on showing non-compliance or on showing compliance with
the standard. One might argue that existing licensed services
have enjoyed operation without the additional interference
permitted by a new set of unlicensed rules and therefore the
burden is on the owners and manufacturers of the unlicensed
devices to demonstrate compliance. Alternatively, a licensed
band may be viewed as under-utilized and the burden is on the
licensee to monitor and demonstrate any harmful interference
as part of their continued use of the band.

Historically the licensee has claimed harmful interference to
the FCC or in courts of law. But, if unlicensed devices wish to
use more aggressive measurement models that are more diffi-
cult to substantiate compliance or non-compliance then the
burden may be on the unlicensed device users and manufac-
ture to monitor the compliance. These efforts can be financed
by, for instance, a fee on the sale of the unlicensed devices.

As more computing and sensing capabilities can be inte-
grated into radio devices, there is the potential for certain lev-
els of self monitoring by the licensed or unlicensed devices.

As in the previous sections, we do not advocate a specific
model. We only advocate that some model should be made
explicit in the unlicensed device rules.

E. Remedy

If harmful interference is shown according to a model, what
are the possible remedies? First, it should be emphasized, that
harmful interference caused by devices that are not following
the unlicensed device rules has a clear remedy which is for
these devices to cease operation. So, the question applies to
the case when devices are following the unlicensed rules but
yet harmful interference is determined. Broadly, the answer is
to change either

a) the unlicensed device rules,
b) the definition of harmful interference, or
¢) the rules for licensed use.

Changing the unlicensed device rules might be as simple as
creating or adding to a list of unlicensed device excluded us-
ages’. At an extreme, the unlicensed operation rules might be
abolished. Or, they might add stipulations on installation such
as requiring professional installers. Or, they might change
operational parameters such as allowed power levels. If there
is an expectation that operational parameters might be
changed over time, then, the unlicensed rules should contain

® For instance, some rules explicitly prohibit the use of certain unlicensed
bands for radio control toys.



provisions that mandate updating the firmware that controls
the unlicensed device. These rules might integrate prompting
mechanisms such as generating warnings or refusing to inter-
operate when a device with older firmware attempts to com-
municate with a device having a later firmware.

The second alternative is to redefine harmful interference.
Over time, it might be shown that more harmful interference is
acceptable (changing the parameters of the licensed receiver
model) or that it can be measured in a better way (change the
model itself). The unlicensed rules may spawn socially impor-
tant applications that overshadow the original licensed usage
and more leeway might be given to the unlicensed devices
such as allowing more minutes of outage per year. Minutes of
outage may be found inappropriate and a different model cho-
sen that better reflects the impact on licensed users. Another
possibility is that the licensed user wants to claim harm even
though no harmful interference is shown according to the
measurement model. This might lead to a tightening of the
parameters or the model.

Finally, the licensed use might be changed. For instance
some licensed channels might be set aside for unlicensed use.
In the case of the microwave links in the 1910-1930MHz
band, a close substitute (fiber optic cables in this case) was
found and a mechanism for moving these users out of the band
was established. The licensed rules might be modified to bet-
ter accommodate the unlicensed user. For instance, licensed
receivers might be required to include a beacon so that unli-
censed users can better avoid the licensed usage. Or, licensed
users might be permitted higher transmit powers.

It should be clear that potential remedies should be consid-
ered at the time the unlicensed rules are formulated. If reme-
dies are explicitly incorporated into the rules, then, licensed
users will be more willing to accept the harmful interference
potential and less likely to insist on extremely limiting defini-
tions of harmful interference. Conversely, unlicensed device
manufacturers are more likely to invest in a technology if the
potential for it being banned or made obsolete is minimized
and a potential future migration path is already defined.

III. A STANDARD FOR HARMFUL INTERFERENCE IN THE TV
BROADCAST BANDS

For the licensed operator, interference from unlicensed de-
vices is unavoidable since both intentional and unintentional
radiators can produce radio frequency power in the licensed
band. This unwanted power can impact licensed performance
in the worst case if the unlicensed source is placed sufficiently
close to the licensed receiver antenna.'® The FCC has recog-
nized that assuming a worst-case interference regime will not
maximize the social benefit of the spectrum.'’ The Spectrum
Policy Task Force concluded that for unlicensed devices, “Us-

' For instance operating a power saw or drill near a TV or radio readily pro-
duces strong “static”.

" Margie, Paul. Efficiency, Predictability and the Need for an Improved Inter-
ference Standard at the FCC. Telecommunications Policy Research Confer-
ence (TPRC) Arlington, VA, Sept. 19, 2003 He provides several examples
that illustrate this point.
(http://tprc.org/papers/2003/214/Harmfullnterference.pdf)

ing typical worst case predictive interference models would
significantly reduce the potential of these devices to oper-
ate.”'? Licensed devices always have the potential of degraded
performance from unlicensed devices. Yet, in practice most
licensed devices work well. This suggests that the harmful
interference of unlicensed devices should be measured accord-
ing to their impact in practice and a conceivable device inter-
ference model is inappropriate.

In the Multichannel Video Distribution and Data Service
(MVDDS) proceedings' the FCC reiterated that “impacting
some existing customers of a service to an extent that did not
rise to the level of harmful interference was outweighed by the
benefits of adding new services or capabilities to a frequency
band.”"* In the proceedings, the FCC set operational parame-
ters based on a criterion that MVDSS does not increases the
baseline Digital Broadcast Satellite (DBS) outage rate by more
than ten percent per year. This requirement is interpreted as an
average standard and not for each individual receiver.'” “The
ten percent benchmark represents an insubstantial amount of
increased unavailability and does not approach a level that
could be considered harmful interference.”'® In this way the
FCC set a standard that it deemed as conservative for the ex-
isting licensed operators while providing entry for other ser-
vices. This suggests that a similar expected interference stan-
dard can be applied to unlicensed devices in the TV broadcast
bands.

To determine a reasonable outage probability, we look at
Broadcast TV availability. Broadcast TV availability is not
monitored by regulators but even if it were 100% available,
other factors would limit its use by TV receivers. For instance,
the availability of power from utilities varies (between utilities
and from year to year) from 99.9% to 99.99%,"” and so receiv-
ers and hence the broadcast service is unavailable for use for
0.1% to 0.01% of the time. DBS service is similar to TV and
is considered “extremely reliable with typical service avail-
abilities on the order of 99.8 to 99.9 percent.”'® Broadcast TV

12 Spectrum Policy Task Force Report, ET Docket No. 02-135. November
2002. pg. 13. (http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-
228542A1.pdf)

"> In Re Amendment of Parts 2 and 25 of the Commission’s Rules to Permit
Operation of NGSO FSS Systems Co-Frequency with GSO and Terrestrial
Systems in the Ku-Band Frequency Range; Amendment of the Commission’s
Rules to Authorize Subsidiary Terrestrial Use of the 12.2-12.7 GHz Band by
Direct Broadcast Satellite Licensees and Their Affiliates; and Applications of
Broadwave USA, PDC Broadband Corporation, and Satellite Receivers, Ltd.
to Provide A Fixed Service in the 12.2-12.7 GHz Band, Memorandum Opin-
ion and Order and Second Report and Order, 17 FCC Rcd. 9614 (2002)
(hereinafter MVDDS MO&O and Second R&O).
(http://wireless.fcc.gov/auctions/53/releases/fc020116.pdf)

Y MVDDS MO&O and Second R&O, at para. 32

'S MVDDS MO&O and Second R&O, at para. 84

' MVDDS MO&O and Second R&O, at para. 72

7" Electric System Reliability Annual Reports, California Public Utilities
Commission. January 24, 2005.
(http://www.cpuc.ca.gov/static/industry/electric/reliability/reliability_reports.h
tm) These contain measures of the so-called SAIDI, minutes of sustained
outages per customer per year. They range from 50 to 600 minutes per year or
99.99% to 99.9% reliability. Further within a single service provider, the
SAIDI varies by large factors of at least two from year to year.

'8 MVDDS MO&O and Second R&O, at para. 67



TABLE I
DIFFERENT KINDS OF OUTAGES.

Case TV TV Cable Line

Sched. | Signal | Signal | Power
Normal On Good Good Good
Interference Outage On Bad Good Good
Cable Outage On Good Bad Good
Broadcast Outage On Bad Bad Good
Power Outage On X X Bad
Scheduled Outage Off X X X

coverage is defined by the F(50,90) curves which nominally
provides 90% service availability to 50% of the users at the
edge of each station’s service.'” When considering new higher
power operation, broadcasters advocated “that a de minimis
standard for permissible new interference is needed to provide
flexibility for broadcasters in the implementation of DTV.”*
They argue that a 2% absolute increase in interference be-
tween TV stations is acceptable. This data collectively sug-
gests that 99.9% is a conservative upper bound on the avail-
ability of broadcast service. This bound with the above FCC
MVDSS 10% standard suggests a standard for the broadcast
TV bands of no more than 0.01% (1 in 10,000) TV’s can be
adversely affected by the unlicensed devices on average.
Given the range of availability values and the small fraction
that results, this value is small in both a relative and absolute
sense and exercises an abundance of caution.

So far, we have defined the licensed receiver model as an
expected interference model with a limit on expected outages
at any time of 0.01%. It is expected that the unlicensed devices
in this band will be widely deployed. The question then is
whether the unlicensed device model should be for a bounded
or unbounded deployment. An analysis model presented later
in this paper shows that indeed an unbounded deployment will
exceed this definition of harmful interference. The model also
shows it is well within the technology of the unlicensed de-
vices to achieve unlicensed device densities in excess of 1000
devices per square kilometer in typical urban and suburban
areas without violating this harmful interference standard. In
dense urban areas unlicensed device densities in excess of
20,000 devices per square kilometer can be supported. These
numbers are similar to their respective population densities.”'
Given the densest likely deployment is bounded by one unli-
censed device per person; effectively an unbounded deploy-
ment can be used.

! Advanced Television Systems and Their Impact upon the Existing Televi-
sion Broadcast Service. FCC 87-268. Fifth Report and Order. Released April
21,1997. Appendix A, “Rule Changes”, Part 73.625, (a).

% Advanced Television Systems and Their Impact upon the Existing Televi-
sion Broadcast Service. FCC 87-268. Memorandum Opinion and Order on
Reconsideration of the Sixth Report and Order. Released February 23, 1998.
at para. 79.

I The density of New York County, the densest in the US, is 27,000 people
per square kilometer according to 2003 population estimates by the US Cen-
sus Bureau. New York County Quick Facts,
http://quickfacts.census.gov/qfd/states/36/36061.html

The main challenge in this measurement scenario is defin-
ing an evaluation method. A direct approach would monitor
TV signals around the TV signal coverage area to sample the
expected outage probability. Simple units could monitor the
television signal as measured over the air. It could also meas-
ure the same signal as measured via cable and also the input
utility power. It could track the times when the broadcast, ca-
ble, and power signals are good and bad to determine the dif-
ferent kinds of outages as shown in the Table I.” Further fidel-
ity can be gained by determining which broadcast outages are
scheduled (e.g. every night between 2am and 6am), and which
are unscheduled.

With this data, the total outage time (Interference plus
Power plus Unscheduled Broadcast outage times), f,,, can be
recorded as well as the Interference Outage time, f;,,. Unfortu-
nately, t;,, does not discriminate between other types of inter-
ference (e.g. natural sources) and unlicensed device interfer-
ence. But, it does bound the outages that can be attributed to
the unlicensed devices. Who should be responsible for moni-
toring? The monitoring data is most valuable to the broadcast-
ers since in additional to monitoring for harmful interference,
they can monitor their general program quality as it is pre-
sented to their viewers.

What combinations of outages would constitute harmful in-
terference? By the logic developed above, harmful interfer-
ence occurs when

tiw >Tx0.0001 AND t;; > (tp — )% 0.1,

where T is the total length of the observation period (e.g. one
year). In words this says that the interference outage must be
greater than an absolute threshold and above a threshold rela-
tive to other types of outage.

What remedy is available when harmful interference is de-
termined? The unlicensed devices that operate in the licensed
TV bands are expected to be relatively capable devices able to
avoid licensed channels, select different power levels, and
generally have a sophisticated software model. In this case, a
remedy for harmful interference would be to require manufac-
turers to include software updates as an integral feature in
their design. These updates could either lower maximum
transmit powers or tighten the criteria used in avoiding li-
censed TV bands. The latter might be preferable since it is less
likely to affect existing unlicensed services. In rural areas
higher power is important and there are plenty of unused spec-
trum opportunity alternatives even if the choice is more con-
servative. In urban areas, the devices are likely already operat-
ing below the maximum allowed power and so the main op-
portunity to reduce interference is through better avoidance.
The point is not to decide here what the precise remedy is, but,
to show that it is something that could be included in the unli-
censed rules.

So in conclusion we argue the measurement scenario for
unlicensed device operation in the TV broadcast bands should
be based on an expected increase in service outages of 0.01%

2 We reiterate that a definition of outage is necessary in order to apply a
measurement scenario.



in an unlimited deployment of unlicensed devices as measured
by television signal monitors operated by TV broadcasters.
The remedy would be based on including a method for post-
purchase modification of the radio parameters.

IV.INTERFERENCE MODEL

An interference model is developed in this section. The
model computes the fraction of licensed devices made un-
available because of unlicensed operation. It considers factors
such as the type of unlicensed signal modulation, antennas,
ability to detect active licensed channels, power control, and
activity levels of the licensed and unlicensed devices. Exam-
ples using the model suggest that the small increase in inter-
ference advocated in the previous section allows unlicensed
device densities over 1,000 unlicensed devices per square
kilometer. A high density apartment building example is also
analyzed. It is found that there are mitigating factors in this
case that supports over 20,000 unlicensed devices per square
kilometer.

A.  General Setting

The model considers a large area that is covered by some li-
censed broadcast service. There are many licensed receivers
within the area. In this area is a deployment of unlicensed de-
vices. The concern is the interaction of the transmitted unli-
censed signals with the licensed broadcast signal at the li-
censed receivers. The combination of multiple unlicensed sig-
nals is not considered. Given that propagation tends to spread
signal powers over many orders of magnitude, it is likely that
one of the interfering signals is much stronger than the others
and any service outage is a result of this one strongest signal.
Conversely, a single unlicensed device, if it is well designed,
is unlikely to interfere with many licensed receivers, if any.
Hence, the interference is in the context of a widespread and
dense deployment of the unlicensed devices and we examine
the expected total number of licensed devices that will experi-
ence an interference outage.

In this section we capture the notion of an outage through a
parameter r,;,. This is how close an unlicensed device can
approach a licensed receiver before the licensed receiver per-
formance degrades. It is performed under worst case condi-
tions of the two device antennas aimed at each other and so
on. In principle this is a simple measurement to make in a
laboratory setting and could be the basis of a device compli-
ance model.

But, r, is a worst case measurement. The unlicensed de-
vices can have mechanisms to avoid interference. They might
have mechanisms for avoiding the broadcast channels; use
directional antennas; control their power to only what is
needed; transmit only part of the time; and use sophisticated
modulation schemes. Further some licensed devices may ob-
tain their signal from cable or a recording device and thus be
immune to interference.” The model is designed to capture

» Some studies have shown that an unlicensed device could potentially affect
cable TV reception, but, the measurement conditions are highly unlikely to
occur in practice.

these factors.

B.  Model Summary

Mathematically, the model consists of a series of factors
that account for the different elements that influence the num-
ber of disrupted licensed devices:

F=rl PCEGy G MNy, I A
where

F is the expected fraction of licensed devices with
service disrupted.

¥ oin is the minimum separation between the unli-

censed and licensed device in order to prevent the
unlicensed device from interfering with the li-
censed device under typical operating conditions
near the boundary of the broadcast coverage area.
This is done under worst case conditions of the li-
censed device transmitting at maximum power on
the same channel as the licensed device with both
devices antennas pointing at each other.

P accounts for the use of power control by the unli-
censed device. P <1.

C accounts for the ability of the device to avoid
communicating on the same and adjacent chan-

nels as the licensed device. C < 1.

E is the fraction of devices on and eligible to inter-
fere with each other E <1.

Gy accounts for the antenna gain pattern of the unli-

censed device. G, <1.

G, accounts for the antenna gain pattern of the li-
censed device. G, <1.

M captures all the model constants. A typical value
isM=29.

Nyr is the number of unlicensed devices in the area.
A is the size of the area.

Most of the factors are less than or equal to one. In some
cases they are very small and are the key to achieving a small
F. The last four factors are outside the influence of the unli-
censed device designer. But the first five factors can be af-
fected by the unlicensed device design. Different modulation
techniques, maximum transmit power, etc. can all affect 7y,
The sophistication of power control algorithms affects P. The
fidelity of channel detection techniques strongly affects C. The
level of device activity affects E. The unlicensed device’s an-
tenna affects Gy,. Technical readers are encouraged to read
the model details in Appendix A as important assumptions and
derivations are presented there. Less technical readers may
safely go to the next section.

C. Examples

To help interpret the model we give several examples. For
the examples we will use an unlicensed device density of
Ny/A = 1000 devices/km’.



Consider a low power device operating under the following
conditions: 7,,;, = 100m; the unlicensed devices have an omni-
directional antenna; the licensed antennas are approximated by
60 degree ideal sectorized antennas; the broadcast pathloss
exponent is a = 2, the pathloss exponent for unlicensed de-
vices is b = 4; the joint shadow fading is 6 = 7dB; and power
is controlled uniformly over a log scale between max power
and 20dB below max power. The fraction of: unlicensed de-
vices turned on is 25%; licensed devices turned on is 25%; and
licensed devices listening to broadcast channels is 25%. As a
reference, we consider the worst case that the licensed device
is using a random channel. In this case, P = 0.39; C = 0.02; E
= 0.016; Gy, = 1; G, = 0.17; and M = 2.9. Combining these
factors yields an expected fraction of disrupted licensed de-
vices of about 6/10,000. This suggests that even limited addi-
tional work to avoid using known TV channels would reduce
the expected number of disrupted devices to an insignificant
level. For instance if the unlicensed device could determine
the presence of and avoid licensed broadcast channels (and
adjacent channels) 90% of the time and the remaining 10% of
the time the channel choice is random, then C = 0.0022, and
the fraction of disrupted licensed devices is less than 1/10,000.
We emphasize that these number are for device densities that
correspond to millions of unlicensed devices across a major
metropolitan area. A suburban or rural area, which we might
expect to have factors of 10 to 100 lower density, would have
similarly reduced fraction of disrupted devices. For example a
rural area with 100 devices per square kilometer would have a
fraction of disrupted devices less than 1/10,000 even if the
unlicensed devices chose channels randomly.

Consider next a high-power device operating under the
same conditions as for the low power device except that: r,,;, =
10km; the unlicensed antennas are high-gain 30 degree sec-
tors; b = 2; the fraction of unlicensed devices turned on is
50%; and again random channel selection. In this case, P =
0.21; C =0.02; E = 0.031; Gy, = 0.083; G, = 0.17; and M =
5.8. Combining these factors yields an expected fraction of
disrupted devices of close to 1. This implies the unlicensed
devices must be much more reliable in detecting and avoiding
broadcast channels. For instance, if the licensed channel could
be detected and avoided 99.99% of the time (all but 50 min-
utes per year) then, C = 2.x10° and the expected fraction of
disrupted licensed devices is less than 1/10,000. The same
level could be achieved in a rural area if licensed channels
could be detected 99.9% of the time (all but 8 hours per year).

The greatest potential for interference exists in dense set-
tings, for instance in apartment buildings where the effective
density could be above 1000 devices per square kilometer.
There are several mitigating factors in this case. Such build-
ings are more likely to have wired Internet access (i.e., less
likely to be high-power unlicensed devices). Similarly, they
are more likely to have cable TV. Such buildings are often in
urban areas where broadcast signals are stronger and easier to
detect. For low-power devices used within these apartments,
the communication distances are likely much smaller and thus
require less transmit power. Social factors should not be ig-
nored either. If some neighbor is too loud, you can ask them to

be quieter. Similarly, if a neighbor places a wireless device too
close to your TV, you can ask them to move it.**

We can incorporate these factors into the model by assum-
ing half as many licensed devices listening to broadcast chan-
nels, channel detection can be twice as accurate, the power is
controlled uniformly over a log scale between 10dB below
max power and 20dB below max power, and half of all poten-
tial disruptions can be solved by social means (i.e., P = 0.19;
C =0.0012; and E = 0.0039). With these changes to our illus-
trative examples, more than 20,000 unlicensed devices per
square kilometer could be supported without exceeding the
harmful interference threshold.

D. Discussion

The interference model shows that high-power and low-
power unlicensed devices can successfully coexist with li-
censed devices. The model estimates the fraction of licensed
devices disrupted by the presence of the unlicensed devices. It
incorporates a range of factors that can influence the final re-
sult. All of the factors can be easily estimated or directly
measured. In particular, one of the most influential factors,
Fmin» could be measured through direct measurement. This
suggests that a device compliance model can be developed
based on factors inherent to the device. In other words, the
definition of compliance could be defined in terms of a bound
on r,,;, as measured in a lab.

The examples indicate high-power devices will need to pay
special attention to how they choose transmit channels since
they have a strong potential to interfere over a large area if
they choose an active licensed channel. Low-power devices
can be much less reliable in this procedure and yet have mini-
mal impact on licensed devices. They are helped by being
lower power. Because they are envisioned as being used in-
doors or at ground level, the walls and clutter (as expressed by
the larger pathloss exponent) provide more isolation. But,
since the licensed channel avoidance procedure is likely to be
more ad hoc its reliability may be more difficult to assess.

The examples in this paper assume a harmful interference
standard defined as no more than 1 in 10,000 licensed devices
will suffer outages because of the unlicensed devices. Such a
standard exercises an abundance of caution considering that
other sources of interference may cause more than 10 times as
many outages. It should be clear from the model that such
extreme caution imposes direct and substantial penalties on
the deployment of unlicensed devices. For instance, if the
harmful interference standard admitted 10 times more outages,
the model would immediately support a 10 times higher unli-
censed device density.25 Therefore, the harmful interference

* General guidelines used in Part 15 rules development are (a) self-
interference between two devices operated by the same household is not con-
sidered; and (b) between households a working assumption is 10m separation
and wall attenuation of at least 10dB. The original NPRM, supra 1, footnote
50 reiterates this assumption. This suggests that some disrupting interference
in such high density settings may not be considered harmful interference.

¥ Or, it would ease the design challenge for the same density by a factor of
10. For instance, using a 1 in 1000 standard in the illustrative example of a
high-power device, the unlicensed devices would have to detect and avoid
licensed devices 99.9% of the time (i.e., incorrect no more than 8 hours per
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Figure 4: Unlicensed device, U, considers its location error, Rg, and interfer-
ence range, R;, when deciding if it can avoid interference with licensed
channels L, and Lg.

standard in the previous section should be considered a model
and the specific interference level should be set with careful
consideration.

V. CHANNEL AVOIDANCE

As described in the previous section avoiding licensed
channels is a key factor in enabling non-interfering operation,
especially for high-power unlicensed operation. It is not possi-
ble to always avoid these unlicensed channels and so it is a
matter with what probability the licensed channel usage can be
identified and avoided. Low-power unlicensed operation re-
quires a mildly accurate method (at least 90% of the time).
High-power usage must avoid licensed channels with an accu-
racy of more than 99.99%. Each of these cases may need dif-
ferent methods to achieve the necessary accuracy. Further the
methods need techniques for assessing their reliability.

The NPRM suggests three methods for avoiding licensed
channel usage: combine unlicensed device geolocation with a
channel usage database; use dedicated beacon signals such as
from broadcast stations; and directly detecting transmitted
broadcast signals.?® Other papers and NPRM comments have
addressed these methods piecemeal or within a narrow con-
text. This paper attempts to make a comprehensive view of
these methods and their variants in order to assess which
would be viable in a widespread deployment of unlicensed
devices and to differentiate the relative merits of each. The
analysis shows that there exist technically viable variants for
each of these methods and it is a matter of deciding where to
place the relative burden of implementation. The next three
sections examine the three NPRM options in detail followed
by a discussion and conclusion.

A.  Channel Usage Database

In this method, a device estimates its position and checks a

year) instead of 99.99% of the time (i.e. incorrect no more than 50 minutes per
year).
% NPRM, para. 20.

database in order to identify channels that are being used for
licensed services in the vicinity of the unlicensed device. To
work, a device must have an estimate of its position, an esti-
mate of its position error, an estimate of its interference range,
and access to a database of potential licensed service areas.
Conceptually, the unlicensed device creates an area that ac-
counts for its position, position accuracy, and interference
range and intersects this with licensed channel service areas.
An empty intersection implies the channel can be considered
unused by the unlicensed device. The concept is shown in
Fig. 4.7

More accurate position estimates can enable more channels
to be used. But, even low accuracy can yield unused channels
if the error is accounted for. For instance, a position error of
10 km and an interference range of 1 km can yield many un-
used channels, especially in rural areas where channels go
unused over larger areas™. So, position methods should be
judged on their ability to bound the error rather than the mag-
nitude of the error. In particular the standard for the devices
should be that they have an “X% localization error bound,”
where the value of X is specified in the standard. For instance,
if a device claims to have a 99% localization error bound of
100m, then the device locates itself to within 100m 99% of the
time. Other devices may have a wider or narrower 99% local-
ization error bound. If low error is important then market
forces will drive the adoption of more accurate methods.

The location methods can be divided into three categories:
self-localization, operator-configured location, and network-
based location. The device can use information that it auto-
matically collects itself such as using GPS or broadcast infor-
mation from cellular base stations. The position can be ob-
tained from an external source. It can be hand configured by
the installer or the end-user. Or, it can be determined from
communicating with other unlicensed devices that may have a
known position. These methods are described below and can
be used individually or jointly.

GPS is generally accurate and reliable for open outdoor lo-
cations. For instance it is widely used on CDMA2000 cellular
base stations for position and timing. Indoors and in cluttered
terrain that blocks satellite signals accuracy degrades or local-
ization fails. The GPS receivers also add expense to the unli-
censed device. Therefore GPS is better suited to fixed outdoor
tower sites rather than indoor or low-cost unlicensed devices.
GPS is not the only or necessarily the best localization choice
and other methods might be considered.

When configured by an operator, the accuracy can be as
high as needed. There is a possibility of misconfiguration es-
pecially for devices that move often or are configured by end-

" The circular areas are for illustration. The service areas can be based on
sophisticated propagation models or measurements yielding complex service
areas. The licensed service areas need to be generated only once and so could
be quite complex. Unlicensed interference areas are regenerated many times
for mobile devices and might use conservatively computed circles for simplic-
ity. Fixed unlicensed devices could afford to generate more precise areas.

* The poorest county in the US is located in central South Dakota. The least
densely populated county in the US is located in central Alaska. Location
errors of 100 kilometers in these areas would still yield unused channels.



users. This method is better suited to fixed sites that only have
to be correctly configured once and are more likely to be pro-
fessionally installed.

Network-based approaches allow devices to learn of their
position from other devices which may have an accurate posi-
tion. In this approach only a subset of the unlicensed devices
need a localization method. For example, if an indoor unli-
censed device can communicate with another outdoor device
which is able to self-localize via GPS, then it could use the
GPS position with a bound on the position offset to make the
localization. To emphasize, as long as such techniques have a
reliable bound on the error, then the interference avoidance
can be made reliable.

The database requires a database provider, an access
method, and a model for updating the information in the data-
base. Providing a reliable database for this type of information
is similar to many commercial applications and it is expected
that commercial database software can easily support the loca-
tion database. Who should provide this database or pay for it
is outside the scope of the paper to discuss in detail. The cost
per licensed device is small and might be supported by an
unlicensed device surcharge. * Since it is in the licensed ser-
vice providers’ interest for the database to be accurate, they
might pay to operate and maintain the database. Or, it might
be treated as a public good provided by the federal govern-
ment.

The database is most likely available over the Internet since
it is pervasive, flexible, and low cost. Of course, not all de-
vices have access to the Internet or the device is intending to
use the wireless connection to gain access to the Internet. The
database could be preloaded into the device but this would not
address changes over time. The device might be temporarily
connected to the Internet via another means to load a version
of the database. Finally, the device could learn about the cur-
rent state of the area from a network of existing devices.

Licensed usage is dynamic. Licensed broadcasters turn off
transmitters at night. The digital TV transition is bringing TV
channels in and out of service. Secondary users such as Part
74 users can come and go. Simple web based access to the
database can enable these dynamics to be entered easily and
potentially automatically by the licensed users. Clearly, it is in
the licensed service providers’ interest to keep its entries up-
to-date. Database queries should be simple for the unlicensed
devices and provide flexibility for the database to respond. For
instance if the unlicensed device entered its position, position
error, and EIRP transmit powerSO, then the database could

® As an example of the cost of such a database, consider 10 million unli-
censed devices that connect to a database hourly. This yields 3000 transac-
tions per second. Using data from 2001 for a Dell server running Microsoft
SQL Server 2000, the approximate cost for the hardware, software, storage,
and 3 years of maintenance in a 3000 transactions per second database with a
4 hour maximum down time is about $200,000. Transaction Processing Per-
formance Council, TPC-W results,
http://www.tpc.org/tpcw/results/tpcw_perf_results.asp
2005).

% Transmit power may be too restrictive a concept. The use of r,,;, could be
more direct.

(accessed June 1,

compute what channels could be used without interference
based on the location of licensed receiver service areas.

How often should an unlicensed device query the database?
If the database is purely reactive, in which updates are entered
only when a licensed usage changes, then the answer depends
on how much ahead of time the changes are entered. For in-
stance if changes are entered one hour in advance, then the
database should be queried on an hourly basis. It could be ar-
gued that there is no satisfactory time period. Longer periods
make the database less reactive especially to short term li-
censed uses. Shorter periods will cause excessive queries to
the database and add more overhead to the unlicensed device
communication.

The database may not always be available due to scheduled
or unscheduled service outages. These can prevent access to
the database and cause floods of queries when the database
returns to service. Making the database and the network con-
nectivity more reliable may be prohibitively expensive. Even
if the database is reliable the unlicensed device connectivity
may not be reliable and suffer availability outages.

These access problems would be alleviated if the databases
incorporate new information proactively rather than reactively.
For instance if a new channel will be used starting on a certain
date, the database would include this information many days
in advance so that unlicensed devices could plan and avoid the
new channel even if the database is unavailable on the transi-
tion day. Similarly, Part 15.244 devices could enter planned
event usages (time period and location) into the database well
in advance. It would not be unreasonable for the database to
be maintained so that information is valid over a future period
(e.g., 48 hours). A query would enable an unlicensed device to
operate over this period, even if the database was down at the
moment the unlicensed device wished to operate. Unlicensed
devices which do not have a valid query would not be able to
operate. Such a failsafe, “no database, no transmit” rule would
be one way to provide a highly reliable approach to avoiding
interference.

Devices which are not connected to the Internet can use re-
quests obtained through other devices. For instance, consider
the following high-power operation model. An operator
wishes to provide broadband Internet access over a large area.
A central radio base station is installed outdoors. The base
station is connected to the Internet through a wired connec-
tion. At the time of installation or using an integral geoloca-
tion method, the radio estimates its location. It makes a worst
case assumption of its interference range (i.e. an overestimate
that includes its client devices), queries the channel usage da-
tabase over the Internet and assesses what channels it has
available for operation. Meanwhile, radio transceivers are in-
stalled at customer premises. These radios, when turned on,
passively scan and listen for the base station signal. This sig-
nal identifies valid uplink channels that can be used by the
customer radio. The base station queries the channel database
periodically (e.g., hourly) to ensure it has the latest informa-
tion and adjusts beacon information accordingly. In this way,
the customer radios can be kept simple and low-cost (techno-
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Figure 5: The hidden terminal problem and network detection.
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logically equivalent to a cellular telephone)® while providing
licensed channel protection assurances.

Security plays a significant role in this approach. Licensed
devices rely on data from the database and from other licensed
devices for channel information or localization. The devices
need methods to authenticate the source of the information,
and methods to prevent sources from repudiating information
they provide. The database needs secure access to authenticate
licensed users and to authorize appropriate updates. These
updates should be subject to nonrepudiation methods. Privacy
or anonymity methods are necessary to avoid network eaves-
droppers from tracking device locations embedded in database
queries. Finally, the database should be robust to denial of
service attacks that could prevent legitimate database queries
and updates. These security issues have efficient solutions
today, but, must be considered an integral part of this ap-
proach to be effective.

B.  Detecting Broadcast Signals

In this approach, the unlicensed devices attempt to detect
the broadcast signals directly. This approach requires the least
effort on the part of licensed service providers. The challenge
in this method is the so-called hidden terminal problem as
shown in Fig. 5. The unlicensed transmitter can have a good
line-of-site to a receiver, but, not be able to detect the trans-
mitter. Two solutions can be applied to this problem: better
detection and networked detection. Signals can be detected at
signal levels below what can be received.”” Generally these
techniques are more expensive and require detectors custom-
ized for each licensed service. They can be made less expen-
sive by integrating the detection over longer periods, but, this
directly reduces the available communication time and may
not be fast enough to detect new licensed channel activity.*® In
networked detection, as is shown in Fig. 5, other unlicensed
devices may be in a better position to detect the licensed
transmitter and they can exchange information on license ser-
vices that are detected.

We develop a model to assess the advantage of networked
detection. In this model we consider unlicensed devices in an
area that can communicate with each other. An individual de-
vice can sense potential licensed transmitters and detect a
transmitter with probability D. Because the devices may be
distributed in different places relative to the transmitter some
unlicensed devices can detect the transmitter when others can

31 Cellular telephones follow a similar base station access procedure.

32 Mark McHenry, "Dynamic Spectrum Sharing' Presentation to IEEE
Communications Society, Joint Northern Virginia & Maryland/DC Section
Meeting in McLean, VA, January 25, 2005

3 The integration time may be longer than the longest period allowed without
checking for new channel activity.
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Figure 6: Networked detection probability vs. network size for different
base detection probabilities, D.

not. It is enough for just one device to detect the transmitter
for all devices it is able to communicate with to know about
the transmitter. Therefore, the probability an unlicensed device
detects a licensed transmitter is a function of whether it or any
of its neighbors detects the licensed transmitter and whether it
can communicate with any neighbor that has made a success-
ful detection. Putting these factors together we derive in Ap-
pendix B:

Pr[Detect]=1-(1-D)e PN,

where N is the average number of unlicensed neighbors able to
communicate with an unlicensed device. Results of this model
are shown in the Fig. 6. For a relatively high individual detec-
tion probability D (0.5 or higher) network detection quickly
provides reliable detection as the number of neighbors in-
creases. As few as 3 neighbors is enough to guarantee a
greater than 90% network detection probability. For lower D
more neighbors are required, but, high network detection
probabilities are possible if enough unlicensed devices are
networked together.

Network detection increases in reliability with unlicensed
device density. As shown in the analytic model, the required
detection accuracy increases in proportion to the unlicensed
device density. However, the number of (one-hop) neighbors
is proportional to the device density. Thus the detection gets
exponentially better with device density. This shows that net-
work detection has a positive feedback as the number of unli-
censed devices increases that more than compensates for the
increase in interference.

These detection methods are passive. They require the fre-
quent monitoring of channels to detect the presence of new
transmitters and to exploit channels that open up. These re-
duce the efficiency of this approach.

C. Beacon Signals

A transmitter beacon can consist of four types: per transmit-
ter, area transmitter, unlicensed signaling, and receiver bea-
cons.



1) Per-Transmitter Beacons:

A direct approach to alerting the presence of a licensed ser-
vice to unlicensed devices is for each licensed transmitter to
have a standardized, easy to detect, simple to receive beacon.
To simplify the search for these beacons, they should be lo-
cated at carrier frequencies that are standardized for each li-
censed band. The beacon could be as simple as a carrier tone.
This has the potential to interfere with the licensed signal or
for spurious signals and harmonics from other bands to be
detected. A more reliable approach would be to modulate the
carrier with a random direct sequence spreading code®. The
spreading code would make it much less likely that unwanted
signals could lead to false positive detections. It could also
spread the signal over a greater bandwidth so as to cause less
interference to the desired licensed signal. There is an inherent
tradeoff with the detection time (time that the spread spectrum
correlator integrates to find a potential beacon), and the re-
quired power in the beacon signal. Longer detection time im-
plies less power is needed in the beacon. However, it reduces
the time an unlicensed radio can use for active transmission.
This tradeoff can be exploited to determine an optimal balance
between beacon power, detection time, and range. The beacon
can encode information on the beacon signal such as the loca-
tion of the transmitter, its transmit power, or a definition of its
coverage area.

The advantage of this approach is more reliable channel de-
tection while keeping full control of the beaconing with the
licensed service provider. The beacon has the potential to de-
grade the service provider’s service signal.

2) Area Beacons:

Instead of each transmitter having to integrate a beacon into
its signal, a small amount of bandwidth could be set aside for
dedicated beacons that would act as a service for all the li-
censed transmitters in an area. Being in a dedicated channel,
they can be higher power. Using spread spectrum techniques
similar to CDMA cellular service, the same beacon channel
can be used throughout the country, with different offsets of
the same spreading code used for different beacons to prevent
inter-beacon interference. Each beacon can provide a low-data
rate service that announces the frequency band, location, and
coverage area of each licensed transmitter in the area. The
required bandwidth can be small (e.g. 12.5kHz). The power
can be relatively high (relative to the bit rate) so that the cov-
erage is large at modest power (e.g. 100W). Approximately
1000 area beacons could cover the continental U.S.*

In essence this would be a push model for the database
method in Section III with the exception that the information
is limited to licensed transmitters in the area of the beacon.
Like the database, the reliability and utility of this approach
would be greatly improved if the information was provided on

3 Rappaport, T.S., Wireless Communications Principles and Practice, 2™ Ed.
Prentice Hall, 2002. Ch. 6

% The continental U.S. covers an area of approximately A = 8x10° km?. A low
rate beacon can be designed to cover a radius of r = 50 km. Thus, Al =
1000 beacons would be required. Alaska could simply reserve some channels
for unlicensed usage and anyone that is located in Alaska would be free to use
these channels. Other large sparse spaces could be treated similar.

a proactive basis. For instance, if the information was certified
as reliable for the next one hour, then, the unlicensed devices
would use only a tiny fraction of their bandwidth to make
hourly checks of the beacon. The beacon information would
be derived from a licensed database. Like the database
method, secure methods for licensed users to update their in-
formation are necessary. The beacons can independently
choose the information they broadcast depending on their lo-
cation and intended coverage area. The licensed users can be
shielded from when beacons are added, moved, or removed.
This provides a level of separation between the licensed users
and the beacons. Licensed users edit the database. The bea-
cons read the database. To avoid malicious overriding of the
beacon information, it should be encrypted using a public key
encryption technology where the private key is held at the
central database. The beacons could go through a licensing
process such that only licensed beacons can access the data-
base. This would reduce the load on the database and help
prevent denial of service attacks on the database.

Who would operate these licensed beacons? It is believed
that since the beacons are low-power they would require mod-
est investment to set-up. The beacon stations would benefit
from using the high locations used by licensed broadcasters.
Further it is in the broadcasters’ interest that they are operated
and setup well. This suggests that the broadcasters, either on
their own or as a sub-contract from another entity, would be
well suited to operate the beacons.

This method has the advantage of providing a dedicated
standardized access to the licensed user database that avoids
the need for Internet access. Since presumably there are rela-
tively few beacons, (in the thousands instead of 10’s of mil-
lions of unlicensed devices), the load on the central database
would be minimal and therefore the database could be simpler
and lower cost. Like the data base method it requires the unli-
censed devices to have a location for themselves, although the
beacons themselves provide a crude localization. For instance,
the beacon might include a list of channels that can be used by
any unlicensed device that can receive the beacon signal. In
congested areas this list may be empty, but, in rural areas this
is sufficient precision to identify many unused channels. The
disadvantage to this approach is that in remote areas, beacons
may be unreliable and the lack of detection could prevent op-
eration in precisely the area where it could be most useful.
Having default bands set aside that could be used in these ar-
eas would avoid this problem.

3) Unlicensed Signaling:

A more distributed option is to set aside a small frequency
band for unlicensed devices to exchange information about
licensed transmitters. It would provide a known open channel
that the unlicensed devices could use to signal each other
about the presence of licensed and unlicensed services in the
area. Like the area beacons, the format could be standardized
as an etiquette protocol that would enable disparate devices to
communicate with each other. This would be used to augment
any of the other methods in this paper and enable new meth-
ods. For instance, unlicensed users might set up dedicated



monitoring devices at prominent locations to identify and lo-
cate licensed transmitters. These would in turn broadcast their
findings for a user community. This could all be done on an
existing unlicensed band, but, usable bands like the 902-
928MHz ISM band are far from the licensed bands below
100MHz and would add expense to the unlicensed radio an-
tenna and front end if it was required to operate over this wide
a range of frequencies. Alternatively, a small amount of spec-
trum could be set aside in or near each licensed service fre-
quency band.

4) Receiver Detection:

Technically, interference does not take place at transmitters.
Unlicensed devices should detect and avoid licensed signal
receivers since this is where interference takes place. Detect-
ing the existence of licensed transmitters is only a proxy for
detecting licensed receivers. Detecting broadcast transmitters
(or beacons announcing such transmitters) will cover either
too much or too little of the coverage area (i.e. the area where
the transmitted signal is being received). Detecting receivers
would have the advantages (a) nearby receivers could be de-
tected regardless of transmitted signal levels; (b) broadcast
channels could be used according to actual use rather than
inferred use from detecting transmitted signals.

We see several methods for detecting receivers:

1. The unlicensed device detects receiver signatures
such as the LO signal emitted by a TV during recep-
tion.

2. The receiver has a beacon attached that sends out a
periodic pulse.

3. The receiver has a device connected to the antenna
input that detects the receiver signature and then
transmits a beacon out the antenna path.

4. The receiver actively announces its channel usage.

Every receiver emits signals as part of the reception proc-
ess. These signals are typically low power. To see the efficacy
of this detection, we focus on TV. TV emits a carrier signal at
the local oscillator (LO) frequency used during TV signal re-
ception.36 This signal is weak, but, can be used to detect the
channel being received by a TV that is turned on and tuned to
a specific channel.”’” Thus, if a LO detector could be incorpo-
rated into unlicensed devices, it would allow direct detection
of receivers in the area and the channels that are being used.
We performed some experiments in our lab to assess the po-
tential of this detector.”® Depending on the TV, the maximum

% Robert D. Weller, et al., "New Measurements and Predictions of UHF Tele-
vision Receiver Local Oscillator Radiation Interference,” Proceedings of the
2003 IEEE Broadcast Technology Society Symposium, 2003.

" In the UK it is used to detect unregistered TV’s. See the UK TV Licensing
website. http://www.tvlicensing.co.uk/information/tvdetectorvans.jsp

3 A procedure similar to that as reported by Weller, et al. supra 36. A TV was
equipped with a rabbit ears antenna. An HP 8594E spectrum analyzer with a
similar antenna was used as a detector with the settings:

LO detection range was found to vary from 3-15m.” This is
likely only a fraction of the interference range of the unli-
censed device. More sensitive techniques might yield further
detection range but would require more measurement time and
more expensive hardware that might be prohibitive for low-
power unlicensed devices. The TV bands have many spurious
signals that are similar to the LO signal and would yield many
false positive detections.”’ Further this method does not work
for devices other than TVs.

Receiver avoidance is more direct if the receiver has a dedi-
cated beacon designed to turn on when the licensed receiver is
turned on and announce the receiver’s presence to unlicensed
devices. The LO signal when measured directly at the antenna
input was at most a weak -80dBm. A low-power tag could
broadcast at a higher, but modest signal level such as -10dBm.
This level would ensure a high probability of detecting nearby
receivers.*! The frequency and format of the beacon would
need further definition.”” Unlicensed devices would be re-
quired to listen for the beacons before they begin any trans-
missions and periodically afterwards. If heard, the unlicensed
device would not operate. While straightforward, this ap-
proach has several flaws. First it signals the presence of the
receiver at the receiver and not at the antenna which might be
on the roof and highly directional. Second, it announces the
presence of receivers even when they might be receiving cable
TV, recorded programming or other non-broadcast signals.
Third, it announces the presence of the receiver, but, not the
channel used by the receiver.

The third approach combines the first two. A simple device
can be built that is placed between the antenna cable and the
receiver antenna input. This device can easily detect the LO
oscillator and then send a low-power beacon out the antenna
path. The beacon would be slightly more complex in that it

Resolution BW 10 KHz
Video BW 1 KHz
Sweep time 50ms
Attenuation 0dB
Ref level -30dBm

The signal detection sensitivity was -104dBm. Three TVs were tested, a 1991
Emerson 13”, a 1991 Mitsbishi 24” TV, and a 2000 JVC 20” TV. The TVs
were tuned to channel 11. The furthest distance where a LO signal could be
seen above the noise floor was measured. Then the output of the TV was
connected to a splitter that connected to the antenna and to a coax cable that
was connected directly to the spectrum analyzer input. The antenna was re-
quired so the tuner would lock on to a broadcast station and the LO signal
would stabilize. The power of the LO signal was measured on the spectrum
analyzer.

* These measurements are consistent with Weller et al. supra 36.

0 Private communication with Mark McHenry of Shared Spectrum.

11t is enough to detect any receiver using a channel to mark it as used. Inter-
ference is more likely when a licensed device is closer to the unlicensed de-
vice, but, beacon detection is also more likely. This implies that such a tech-
nique becomes more reliable in high-density scenarios exactly as is needed to
avoid harmful interference.

“2 Tt is beyond the scope of this document to give specific beacon recommen-
dations. One would expect that the beacon would be a) in a band within the
TV bands or on a nearby band (e.g. the 433.050-434.790MHz band used by
active RFID tags) so that existing antennas can be used; b) low duty cycle so
that collisions between different receiver beacons would be minimized; and c)
low data rate since the information conveyed is minimal (e.g. channel used
and type of receiver). These suggest a simple low-power radio device.



TABLE II
FEATURES OF THE DIFFERENT CHANNEL DETECTION METHODS.

Accurately: Requires: Appropriate for: Cost Burden on:
Method
Avoids Exploits Constant e High Low . Lic. Lic.
Interference | Whitespace | Monitoring Positioning | Standard | BW Power | Power Unlic. Trans. | Rec.
Database X X X X X X
Detect.lng X X X X
Transmitters
Transmitter X X X X X X X
Beacons
Area X X X X X X X X
Beacons
Unlicensed X X X X X X
Signaling
Receiver X X X X X X X X
Beacons

would encode the channel used by the receiver. Since it sends
the beacon along the same path followed by potential interfer-
ence, it more accurately identifies the interference location
(i.e., the receiver antenna). Unlicensed devices could operate
in the vicinity of receivers with non-broadcast inputs since the
low-power beacon signal is sent into a cable instead of the
antenna and the beacon would not be detected by unlicensed
devices.* Finally, the beacon announces directly the receiver
channel and type. An unlicensed device would use the set of
beacons that it receives to choose an unused channel. The con-
cept can be applied to a variety of licensed devices. In the fu-
ture, the device can also be incorporated directly into the li-
censed receiver (e.g., as part of the Tuner Mandate*!). This
would use the tuner control logic circuitry to command the
beacon rather than the indirect LO detection and could be in-
tegrated into the existing circuitry at minimal cost.

Such a proactive beacon system would be an alternative to
database or transmitter measurement methods. It might prove
even more reliable and does not depend on having Internet
connectivity or an expensive signal detector for weak licensed
signals. It would allow low power devices to use channels that
are being used generally in an area, but, not in the immediate
vicinity of the unlicensed device. It therefore would expand
the possible applications of the unlicensed technology.
Against these advantages is the need for the unlicensed device
to monitor the beacon channel for changes as receivers turn on
or change channels. The path for adoption by licensed receiver
owners would require careful planning.

D. Discussion

Licensed channel avoidance is possible through a number of
different means as tabulated in Table II. As discussed in this
document, there is some version of each method with which it
is possible to accurately avoid interfering with licensed chan-
nels. It is these versions which are assessed here.

“ In the NAB comments to the 04-186 NPRM they included a study that
showed an unlicensed device could interfere with cable reception if the unli-
censed device had a high-gain antenna that was sufficiently close to the cable.
In this scenario, the beacon would be received by the unlicensed device and
thus could be used to detect this situation.

# Review of the Commission’s Rules and Policies Affecting the Conversion
to Digital Television, FCC 00-39, Second Report and Order and Second
Memorandum Opinion and Order, August 9, 2002.

A database approach works well if it proactively lists
changes that occur over a defined future horizon. In this way
unlicensed devices can continue to operate even through out-
ages in the database or lost connectivity to the database. Unli-
censed devices can know in advance changes in licensed spec-
trum usage and exploit unused channels accordingly. The bur-
den of updating and implementing the database falls on the
licensed transmitters since they hold this information. The
database approach requires the licensed transmitters to main-
tain the database information. Standards are required for the
update and access to this database. The unlicensed users re-
quire an Internet connection. Because of the need for an Inter-
net connection it is most appropriate for fixed high-power
unlicensed devices.

This method also requires the unlicensed device positions in
order to assess the database information. This can be done one
time at installation, which is appropriate for fixed high-power
unlicensed devices or through a localization system such as
GPS or other signals such as cellular base station signals. It is
important to note that almost any positioning method can be
used even if it is prone to large errors, as long as the errors can
be bounded. Large error bounds mean that the unlicensed de-
vices must conservatively exclude more channels, but, espe-
cially in rural areas, licensed channels go unused over large
areas and can be labeled as unused even with large location
errors.

Much less infrastructure is required when the unlicensed
devices directly detect the licensed transmitters. The approach
requires either sensitive detectors customized for each licensed
service, or, a network of monitors in order to accurately detect
the licensed channel use. Further, it requires frequent monitor-
ing of the licensed channels in order to detect changes in us-
age. Because of the implied expense per unlicensed device,
this method is better suited to fixed high-power unlicensed
devices which are more likely to be mounted on prominent
locations that are well-suited for detecting other devices.

The final set of approaches depends on various versions of
active beacons. Transmitter beacons use an easy to detect un-
ambiguous beacon associated with each licensed transmitter.
By using a standard signal for the different possible licensed
transmitters, the detection is simplified. This method requires
a beacon standard to be developed and the licensee to install a



beacon on each of its transmitters. The unlicensed devices are
required to monitor the beacons frequently to react to licensed
usage changes.

The area beacon is more an extension of the database ap-
proach. It consists of transmitters set up across the country to
broadcast local information on licensed transmitters as derived
from a licensed transmitter database. It is an even simpler
one-stop method for unlicensed devices to detect licensed
transmitters and like the database can provide proactive li-
censed usage information that can be exploited. The method
requires the set of area beacon transmitters, a radio and data-
base interface standard, and the bandwidth to operate on. The
unlicensed devices would require positioning information in
order to use the data, although the beacons themselves would
provide crude, but usable, positioning.

The unlicensed signaling is simply a bandwidth set aside for
unlicensed devices to exchange their own information on li-
censed channel usage. If no existing unlicensed band is suit-
able, it would require a bandwidth to be set aside. A standard
for exchanging this information is not required, but, would
facilitate better information exchange between different unli-
censed devices. Most of the methods can use a networked ap-
proach where detection or position information is shared. This
sharing of information was shown to allow individually low
reliabilities to be aggregated into increasing reliability as more
devices network together. Even very low individual reliability
can yield high reliability if enough devices network together
and this reliability increases super-linearly as unlicensed de-
vice density increases.

Receiver beacons use small low-power transmitters at li-
censed receivers since this is where the interference takes
place. Receivers emit signals without any explicit transmitter,
but, these signals are found to be too weak to detect reliably.
The best approach is a beacon placed on the receiver antenna
input, since this will broadcast the beacon on the same path
that the receiver reception follows. In particular when the an-
tenna is connected to other than an antenna (e.g. to a VCR) the
beacon is not broadcast. This method allows for the most ag-
gressive exploitation of the licensed channel usage but re-
quires the licensed devices to listen frequently to detect
changes in licensed channel reception and requires licensed
receivers to install the beacon.

These approaches are not mutually exclusive and different
unlicensed devices might use different methods. But, clearly
there is an economy of scale if a single primary approach is
followed. The area beacons appear to be the most reliable ap-
proach. The installation and operation of the database and bea-
con transmitters would require a national investment. If these
transmitters utilize existing radio towers and facilities, they
will not be expensive to install and operate relative to the
bandwidth resource that they open up.*

45 As an example of computing this cost: A 100 W transmitter mounted on an
existing infrastructure and an Internet might cost $20,000 to install and $200
per month to operate and maintain. For 1000 transmitters this yields a $20M
investment and $2.4M yearly cost which is small relative to the bandwidth
that would be opened up across the country. The database would be a minor

VI. CONCLUSION

This paper considers the process of formulating rules for
unlicensed devices to operate in licensed service bands. The
current process does not directly address the issue of harmful
interference and leaves a significant uncertainty for the li-
censed operators and unlicensed device manufacturers. This
paper develops the notion of a measurement scenario for as-
sessing harmful interference. The framework starts with a
definition of a service outage. It then consists of a menu of
options for how the licensed receiver, unlicensed devices, in-
terference evaluation and remedy are taken into account. The
key idea is that the process of making definitions and choices
within this framework is made when the unlicensed rules are
formulated in order to provide specific protections to the li-
censed operators and to provide assurances and design goals to
the unlicensed device manufacturers.

This process was applied to the specific case of the NPRM
on unlicensed operation in the TV broadcast bands. A set of
choices was selected in order to exemplify how the process
could be applied. Some details were left open. Further pro-
ceedings would be required for the FCC to make a fully in-
formed and complete set of choices.

An analytic interference model is developed so that rules
can be assessed a priori and the dependency on different
choices and parameters can be better assessed. The model
suggests that when applied to the NPRM licensed and unli-
censed devices can coexist at densities exceeding 1000 unli-
censed devices per square kilometer. When applied to a worst-
case scenario of a high-density apartment building, it is found
that densities over 20,000 devices per square kilometer can be
supported. The model also shows clearly the tradeoff between
protecting licensed users from potential harm and the extent
that unlicensed devices can proliferate. Modest increases in
potential harm to licensed users yields large increases in the
number and easier implementation for the unlicensed devices.

Licensed channel avoidance mechanisms were assessed. It
was found that within each class of licensed channel avoid-
ance strategies; there exists at least one approach that could
meet stringent channel avoidance requirements. The most vi-
able approaches depended on proactive databases maintained
by licensed operators whose content is distributed over the
Internet or via simple broadcast beacons.

Overall the paper advocates that with modest effort and cost
to broadcasters a large social benefit can be gained by opening
unlicensed device operation in the licensed broadcast bands. It
will require a well-defined regulatory process and a clear and
open assessment of costs in order for the current licensees and
new entrants to invest in this technology. The ideas in this
paper are intended to facilitate this process.

APPENDIX A: ANALYTIC MODEL DETAILS

A.  Model Assumptions
The basic idea of the model is that licensed receivers and

fraction of this investment.



unlicensed devices will be spread over a large area such as a
metropolitan or rural area. A conceptual notion is that this area
consists of the area covered out to some maximum distance
(such as to the Grade B contour of a typical broadcast station).
The shape of this contour is not particularly important as long
as it is reasonably compact. A key concept iS 7p,,, the mini-
mum non-interfering distance separation between unlicensed
transmitter and licensed receiver when the licensed device is
transmitting at full power on the same channel as the receiver
is listening and both devices antennas are pointed toward each
other. This, of course, is the worst case situation and other
factors come into play to mitigate this situation. It is precisely
the point of this model to make these factors explicit so that
the mitigating role of smart unlicensed devices can be ex-
pressed concretely.

The basic model makes the following assumptions:

1. Only two-dimensional scenarios are considered.

2. Received power at a licensed device from an unli-
censed transmitter is P, = K, gur &1 PULSi,l,/r”,
where K;, is a constant related to antenna heights,
cable losses, and other constants; g;; and g; are the
unlicensed and licensed device antenna gains along
the path connecting them; Py, is the transmit power;
r is the separation between the unlicensed transmitter
and licensed receiver; b is the pathloss exponent for
signals between the unlicensed and licensed device;
and S;, is the shadow fading factor representing the
variation in received power due to terrain, clutter, and
other environmental factors.*

3. Received power at a licensed device from a broadcast
tower is Py, = K;,So/R", Where Kj;, is a constant re-
lated to broadcast power, antenna heights, cable
losses, etc.; R is the separation between the transmit-
ter and receiver; a is the pathloss exponent between
the transmitter and receiver; and Sj;, is a shadow fad-
ing factor representing the wvariation in received
power due to terrain, clutter, and other environmental
factors. Note the specific effects for the broadcast
power and antenna gains are not broken out as sepa-
rate factors since they will likely be constants and not
vary over time.

4. The licensed device is disrupted if Py, /P;, < T for
some defined threshold 7. Note that this threshold
depends on the nature of the interference signal, and
whether it is in the same channel as the licensed re-
ceiver or another nearby channel. Combining the pre-
vious assumptions, the signal to interference ratio is
Pye/Pi = K S 'l(gus g1 Pur R”), where K = K.io/Ki,
and S = S‘”‘g/S,'m.

5. The shadow fading S is well modeled by a log-
normal distribution (i.e. log S is normal) with log

“ The model for assumptions 1-5 is derived from standard texts such as Rap-
paport, T.S., Wireless Communications Principles and Practice, 2™ Ed. Pren-
tice Hall, 2002. Ch. 3-5

normal standard deviation 6. If Sy, and S, are both
log normal with log-normal standard deviation G,
and G;,, then their ratio is also log normal. In prac-
tice, Sy, and S;,, are correlated. A TV in the basement

will receive weaker signals from both the broadcaster

and the unlicensed device. Thus, o’ < 0's2ig + O-iit .

6. The licensed devices are uniformly distributed over
the broadcast coverage area. The coverage area is a
circle of radius Rp. The probability a device is within

2
R of the center is % . Let A be the coverage area, Nj,
B
the number of unlicensed devices in this area, and
N;/A the average density of licensed devices. For
simplicity, all broadcast channels have the same cov-
erage area.

7. The unlicensed devices are uniformly distributed
over the broadcast coverage area and the number of
these devices is Ny;. The licensed and unlicensed de-
vice separation, r, is small relative to the radius of the
broadcast coverage so that r is independent of R.

8. A device which is turned off can not disrupt or be
disrupted. A licensed device not using the broadcast
channel (e.g. using cable) can not be disrupted.

9. Unless otherwise stated, antennas have a uniform
random azimuth orientation.

Some notes on these assumptions are in order. The limita-
tion to two-dimensional does not apply well to built-up metro-
politan areas such as New York City. It does apply to urban
environments with few high-rise buildings and typical subur-
ban and rural environments. Later work will expand this
model to three-dimensional environments.

The pathloss exponent is allowed to differ for the unli-
censed and broadcast transmitters. It is expected that the
broadcast transmitter will be close to a free-space pathloss
model (a = 2). The unlicensed device will differ depending on
the device. For low-power devices without special antenna
mounting, the pathloss will be closer to the two-ray ground
model (b = 4). For higher power transmitters mounted on out-
door poles, it will be between 2 and 4 depending on antenna
height and location.

Shadow fading can have log-normal standard deviations as
large as 10dB for both S, and S;,, suggesting a total of 14dB
for the log normal standard deviation for their ratio. Because
of correlations between them we might expect a total variation
equal to half of this value or 7dB.

With the uniform distribution of unlicensed devices the ex-
pected number of licensed devices in a ring of thickness dr
and radius r from the unlicensed device is 27tr N;/A dr.

B.  Model Derivation

There are three main random variables in this model. The
distance of the licensed device to the broadcast transmitter, R;
the distance from the licensed device to the unlicensed trans-



mitter, r; and the shadow fading value S. Once these are ac-
counted for, secondary random variables can be easily admit-
ted.

We are interested in computing expected number of li-
censed devices disrupted by an unlicensed device. First we
compute the expected number disrupted by a single unlicensed
device and then scale to more than one unlicensed device.
Consider a single unlicensed device. Given r and S, a licensed

. . . . P; b .
device is disrupted if S =_SK' T je.
Bt SuL 8Py R
b 1/a
R>(L) . T is the threshold given the current
guL& byt

channels of the licensed and unlicensed devices; and the
modulation scheme used by the unlicensed device. It follows
from assumption 6:

SKr? 1/a
Pr<R> (—’) =
gur8rbuT

b 2/a b 1/a
1 SKr f SKr— <R
2 Py T Py T ="B
Ry \ 8vurL8LluL SuL8LfuL
0 otherwise

The expected number of licensed radios at a distance r to r
+ dr is N /A 2nr dr. To get the total expected users disrupted
by the unlicensed device we integrate over all distances r, and
for each r, over all possible S.

_°°°°NL Kb 1/a
D= .[.[sz PT{R > (—gULigLrPULTj Ps (S) drds
00

where py is the distribution of S. Switching the order of the
integration and integrating yields:

2/b 2

p 2

Ny | R3 Py, T
L B8ULS LYUL o b
b+a

A K

D=

This is the expected number of licensed devices disrupted
by a single unlicensed device. For Ny, unlicensed devices, we
conservatively overestimate*’ the number of disrupted devices
as simply Ny, times larger.

An alternative form of this equation is derived as follows.
Consider the worst case when a licensed device is at the edge
of the broadcast area, the unlicensed device is at maximum
power on the same channel as the licensed device with both
antennas pointing at their maximum gain towards each other.
Let S = 1 and consider the distance r,,;, that would just meet
the signal to interference criteria for an interferer on the same
channel. In this case (with obvious notation):

b
PSig _ Krmin T

), max _ max max a
Pne gt g™ Pp R

T If two different unlicensed devices disrupt the same licensed device it
counts as two licensed devices disrupted.

1/b
max max max a
_| 8uL" 8L Pur RpTs
Tmin =
K
Combining these results we get
2/b
N;N P 202
D= gLuL 2 SuL 8L v T b 2
min max max max
A Py Ty b+a

gUL 8L

The role of the broadcast path loss exponent, a, is somewhat
subdued in this equation. This is because it is implicitly sub-
sumed in the definition of the coverage area. A bigger a would
lead to a smaller coverage area and vice versa. Here it reflects
how quickly the licensed signal power increases above the
threshold as the center of the coverage area is approached.
Since most licensed devices are closer to the edge than the
center this effect has only a small impact on the final result.

There are four final random variables that need to be con-
sidered: the distribution of the unlicensed and licensed antenna
gains; the distribution of unlicensed power levels; and the dis-
tribution of device thresholds. These are assumed to be inde-
pendent of each other and the other random variables.

The unlicensed antenna has an antenna pattern, g;;(0). The
expected contribution to the number of disrupted receivers is:

2 2
J(ecn (00" by, (M6 = [ (su ()" ao
0

where the distribution p o is assumed to be uniform.*® De-

fine
ox 2/b
Guy _ 1 J‘ guL(6) 40
2 o \ ol

Typical values are
Gy = 1 if the antenna is omnidirectional

Gy = w/360 if the antenna is an ideal sectorized antenna of
width w in degrees.

Similarly we define the licensed antenna gain factor:

) 2/b
G _LJ{[ 2.(6) 40
Eoor g | gmax

Power control would result in a distribution of power levels.
Similar to the antenna gains we define the power control gain
factor:

o 2/b
Py, (x)
P= J W PR, (x)dx .
0 UL

where p P is the distribution of power levels. Example values

are

* A receiver detection technique might lead to null steering or other tech-
niques so that the antenna angle distribution would not be uniform.



P =1 when the unlicensed device always transmits at
maximum power

P = bl(b+2) if power is uniform between 0 and B .

(Pmln/Pmax )2/b
P= ULmaX Ume if In B, is uniform between
2 lnP / UL
In P;" and In P (ie. it is uniform in dB between the

min power in dB and the max power in dB).

The distribution of required thresholds depends on the like-
lihood of choosing the same channel, or one of the neighbor-
ing channels, or more separated channels. Even if the unli-
censed device is working on a channel far removed from the
channel used by the licensed device, a sufficiently strong sig-
nal can overwhelm the receiver. So, all channels must be con-
sidered. Therefore we define:

C= Zpl 1)

where if N is the channel used at a licensed receiver, p; is the
probability of the unlicensed device being on channel N + i,
and T; is the threshold required in this case. For instance, for
DTV¥

[ | T/T,(dB)
0 0.0
+-1 485
+-2 742
+/-3 78.2
+/—4 84.2
+/-5 86.2
+-6 80.2
+/—7 87.2
lil>7 90.2

As a worst case example, let the channels be chosen ran-
domly and we ignore effects at the edge of the licensed band.
Then

C=0.020 ifb=2
C=0.020 ifb=4

If the unlicensed radio avoids the same and adjacent channels
of the licensed receiver (i.e. is at worst at N +/— 2) then at
worst:

C=3.8x10% ifb=2
C=2.0x10" ifb=4

If the unlicensed radio can always avoid any channel within
+/— 7 of a receiver channel, then

C=9.6x10"" ifb=2
C=3.1x10" ifb=4
We let all the model factors be denoted by M
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M=rx e’
b+a
Then
M=58 ifa=2,b=2,andc=7dB
M=129 ifa=2,b=4,and 6 =7dB

Licensed receivers or unlicensed transmitters may simply be
turned off and not part of creating or suffering interference. A
licensed receiver may be receiving its signal via cable and not
through over-the-air broadcasts. The last factor captures the
fraction of devices eligible to participate in the device interac-
tion:

E = Fonu Font Fpc

Where Fonyp is the fraction of the unlicensed devices that
are turned on at any time, Foy, is the fraction of licensed re-
ceivers that are on, and Fjpc is the fraction of receivers that
listen to over-the-air broadcasts as opposed to cable TV.

Putting all these factors together and noting F = D/N;

yields the main result:

2
F = rmjnPCEGULGLMNUL /A

APPENDIX B: NETWORK DETECTION MODEL

This appendix develops a model of network detection. It as-
sumes that

1. Unlicensed devices are distributed uniformly in an area
such that they can be modeled as a Poisson point proc-
ess with density A devices per unit area.

2. The individual licensed transmitter detection probabil-
ity is independent and equal to D for all unlicensed de-
vices.

3. Unlicensed device can send licensed transmitter infor-
mation to other unlicensed devices. The received power
between unlicensed devices is P = KS/r”, where P is the
received power, K is a factor that accounts for the an-
tenna gains, transmitted power, etc., S is a shadowing
factor that account for variations in received signal
power between devices at random locations with sepa-
ration r, and b is the so-called pathloss exponent.” S is
distributed as a log-normal distribution which in deci-
bels has mean 0 and standard deviation G 3.

4. The licensed information is received if P > T where T is
the minimum receive power threshold.

From assumption 3, the maximum range that two devices
can communicate ignoring shadowing is ry = (K/T)"”. From
assumption 4, two devices at separation r receive each other if
S > (r/ry). By assumption 1, the expected number of
neighboring unlicensed devices that can communicate, N, is
given by

0 More detail on this model can be found in textbooks such as Rappaport,
T.S., Wireless Communications Principles and Practice, 2™ Ed. Prentice Hall,
2002. Ch. 3-5
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where p(S) is the log-normal shadow fading distribution. Ex-
changing the order of the integration we get:”'

oo VOS”b 5 [=S) Sz/b _l(M)Z
N= j j A27rp(S)drdS = A271 j S—etelds
S=0 r=0 S=0
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Therefore the expected number of neighbors that have de-
tected a given licensed transmitter is, by assumption 2, DN. As
a Poisson point process, the random subsampling, via D and
the connectivity requirement, is also a Poisson point process
with mean DN. Therefore the probability that no neighbor
detects licensed transmitter is ¢ ™". A licensed transmitter will
not be detected if the unlicensed device does not detect it itself
and none of its neighbors detect it, i.e. Pr[NoDetect] = (1- D)
e,

Note that N can be determined either from the model and
equation above or by direct measurements in a working sys-
tem. In a fully networked system where nodes can relay detec-
tion information beyond their immediate neighbors, then the
same equation for the probability of no detection applies
where N, in this case, is the number of nodes connected in the
network.

ACKNOWLEDGMENT
The author received support from the New America Foun-
dation and NSF grant CNS 0428887 in preparing this docu-
ment. The author acknowledges the laboratory assistance of
Siddharth Shetty and the comments of Dale Hatfield, Mark
McHenry, Douglas Sicker, Jim Snider, and Phil Weiser.

*! In this equation, 6 = (G4s/10)In 10.



